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Responding to this paper
ESMA invites comments on this paper and in particular on the specific questions summarised in Appendix 1. Responses are most helpful if they: 
 respond to the question stated; 
 contain a clear rationale; 
 give concrete examples 
ESMA will consider all responses received by 1 August 2021. 
All contributions should be submitted online at www.esma.europa.eu under the heading ‘Your input - Consultations’. 

Instructions
In order to facilitate analysis of responses to the Consultation Paper, respondents are requested to follow the below steps when preparing and submitting their response:
1. Insert your responses to the questions in the Consultation Paper in the present response form. 
2. Please do not remove tags of the type <ESMA_QUESTION_DCFE_1>. Your response to each question has to be framed by the two tags corresponding to the question.
3. If you do not wish to respond to a given question, please do not delete it but simply leave the text “TYPE YOUR TEXT HERE” between the tags.
4. When you have drafted your response, name your response form according to the following convention: ESMA_DCFE_nameofrespondent_RESPONSEFORM. For example, for a respondent named ABCD, the response form would be entitled ESMA_DCFE_ABCD_RESPONSEFORM.
5. Upload the form containing your responses, in Word format, to ESMA’s website (www.esma.europa.eu under the heading “Your input – Open consultations”  “Call for Evidence on Digital Finance”).

Publication of responses
All contributions received will be published following the close of the call for evidence, unless you request otherwise. Please clearly and prominently indicate in your submission any part you do not wish to be publicly disclosed. A standard confidentiality statement in an email message will not be treated as a request for non-disclosure. A confidential response may be requested from us in accordance with ESMA’s rules on access to documents. We may consult you if we receive such a request. Any decision we make not to disclose the response is reviewable by ESMA’s Board of Appeal and the European Ombudsman.

Data protection
Information on data protection can be found at www.esma.europa.eu under the heading Legal Notice.
	



Who should read this paper
All interested stakeholders are invited to respond to this call for evidence.
This call for evidence is primarily of interest to: 
1. Financial firms relying on third-parties, in particular technology firms, to fulfil critical or important functions;
1. Third-parties, in particular technology firms, on which financial firms rely to fulfil critical or important functions;
1. Technology firms providing financial services, either directly or through partnerships with financial firms; 
1. Platforms marketing or providing access to different financial services;
1. Groups combining financial and non-financial activities, also known as mixed activity groups.

Abbreviations and definitions 
Abbreviations
EBA 		European Banking Authority 
EC		European Commission
ESAs		European Supervisory Authorities
EIOPA		European Insurance and Occupational Pensions Authority
ESMA		European Securities and Markets Authority
EU		European Union
ICT		Information and Communication Technology
MAGs		Mixed-activity groups 
NCA		National Competent Authority

Definitions
‘Financial firm’ means any firm falling within ESMA’s remit, including (i) alternative investment fund managers of 'AIFMs' as defined in Article 4(1)(b) of the AIFMD and depositaries as referred to in Article 21(3) of AIFMD (‘depositaries of alternative investment funds (AIFs)’); (ii) management companies as defined in Article 2(1)(b) of the UCITS Directive (“UCITS management companies”) and depositaries as defined in Article 2(1)(a) of UCITS Directive (“depositaries of UCITS”); (iii) central counterparties (CCPs) as defined in Article 2(1) of EMIR and Tier 2 third-country CCPs within the meaning of Article 25(2a) of EMIR which comply with the relevant EMIR requirements pursuant to Article 25(2b)(a) of EMIR; (iv) trade repositories as defined in Article 2(2) of EMIR and in Article 3(1) of SFTR; (v) investment firms as defined in Article 4(1)(1) of MiFID II and credit institutions as defined in Article 4(1)(27) of MiFID II, which carry out investment services and activities within the meaning of Article 4(1)(2) of MiFID II; (vi) data reporting services providers as defined in Article 4(1)(63) of MiFID II; (vii) market operators of trading venues within the meaning of Article 4(1)(24) of MiFID II; (viii) central securities depositories (CSDs) as defined in Article 2(1)(1) of CSDR; (ix) credit rating agencies as defined in Article 3(1)(b) of the CRA Regulation; (x) securitisation repositories as defined in Article 2(23) of SECR; or (xi) administrators of critical benchmarks as defined in Article 3(1)(25) of the Benchmarks Regulation.
‘Financial service’ and ‘financial product’ means any financial service and product falling within ESMA’remit, i.e., any financial service and product provided by a financial firm as defined above. Please note that banking, payment, credit and insurance services and products are excluded from the scope of the call for evidence as they fall within EBA’s and EIOPA’s remit.
‘Platform’ means any digital platform that enables financial firms directly (or indirectly using a regulated or unregulated intermediary) to market to investors, and/or conclude with investors contracts for, financial products and services. The definition of ‘platform’ aims to be both ‘model’ and ‘technology-neutral’. Examples of platforms that are relevant for this call for evidence include but are not limited to technical infrastructures used by financial firms to market or distribute different financial products and services, and enabling investors to access products and services provided by different financial firms, such as fund distribution platforms, robo-advisors and on-line trading platforms. Those technical infrastructures that have been developed by financial firms for their sole individual benefit are outside of the scope of this call for evidence.
‘Mixed activity group’ means a group of undertakings (a parent undertaking and its subsidiary undertakings) conducting both financial and non-financial activities. 
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1 [bookmark: _Toc72505779][bookmark: _Toc72509286]Executive Summary
Reasons for publication 
Technological innovation is transforming financial services at an unprecedent speed, by facilitating new business models and services and the entrance of new market participants. Covid-19 is accelerating this shift and the digitalisation of financial services. These changes bring a host of opportunities, including the prospect of better financial services for businesses and consumers and greater financial inclusion. Yet, they raise challenges as well, as they can contribute to introduce or exacerbate new risks. Also, the existing regulatory and supervisory framework may not fully capture and address these new developments. 
In September 2020, the European Commission (EC) published a digital finance package[footnoteRef:1] with the aim to embrace digital finance in the EU. Following on the package, in February 2021, the EC set out a request for technical advice[footnoteRef:2] to the European Supervisory Authorities (ESAs) on three main issues, namely (i) the growing fragmentation of value chains in finance, (ii) digital platforms and (iii) groups combining financial and non-financial activities. In particular, the ESAs are requested to assess the regulatory and supervisory challenges brought by these developments and the way in which they could be addressed. ESMA is seeking feedback from external stakeholders to inform its work on the matter. [1:  Digital finance package | European Commission (europa.eu)]  [2: https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/210202-call-advice-esas-digital-finance_en.pdf] 

Contents 
Section 2 explains the background of this call for evidence. Sections 3, 4 and 5 set out the topics on which ESMA is asking for feedback and the questions. Appendix 1 summarises the questions.
Next Steps
ESMA will consider the information received through this call for evidence when drafting its response to the EC. ESMA, together with the other ESAs, need to deliver a report to the EC by 31 January 2022. The technical advice received from the ESAs will not prejudge the EC's decisions in any way. 


2 [bookmark: _Toc72505780][bookmark: _Toc72509287]Introduction
Digitalisation is transforming society, the economy and the financial sector. This transformation, and the application of innovative technologies in the EU financial sector, has the potential to benefit people and companies. By facilitating the entry of new market participants, reducing geographical barriers and promoting greater transparency in the provision of financial services, technological innovation can provide better financial services to a wider range of businesses and consumers, possibly at a lower cost. It can also foster financial inclusion.
Meanwhile, those changes are not exempt of challenges. The entry of - large and small - technology companies in financial services and the growing reliance on those companies by financial firms can give rise to new forms of risks, e.g., in relation to security, interconnectedness, concentration and competition.[footnoteRef:3] These changes raise specific regulatory and supervisory challenges as well, including due to their global and cross-sectoral nature and the risk of unlevel playing field.  [3:  For a detailed introduction on how BigTech firms are entering the financial services sector and the possible challenges and benefits associated with this development, please have a look at ESMA’s ‘Trends, Risks and Vulnerabilities report 1/2020’. ] 

The EC aims to address the challenges and risks attached to digital transformation by proposing, where relevant, adaptations to the existing legislative frameworks by mid-2022. To prepare these actions, and considering that regulation should be technology neutral according to the ‘same activity, same risk, same rule’ principle, the EC is requesting technical advice from the ESAs on the following key issues[footnoteRef:4]: [4:  The EC is also asking EBA for input in the areas of protection of client funds and non-bank lending.] 

0. more fragmented or non-integrated value chains arising as a result of the growing reliance by financial firms on third parties for the delivery of their services and the entry of technology companies in financial services;
0. platforms and bundling various financial services; 
0. groups combining different activities, namely mixed activity groups providing both financial and non-financial services. 
[bookmark: _Hlk68628033]Importantly, the recent legislative proposals for the Digital Markets Act (DMA)[footnoteRef:5] – adopted on 15 December 2020 – and Digital Operational Resilience Regulation (DORA)[footnoteRef:6] intend to address some of the above risks and challenges already. DMA proposes new ex-ante rules for gatekeeper platforms as well as a new supervisory framework at EU level to address conduct and competition harm risks. Most of the large technology companies which are currently offering financial services are likely to fall into the scope of this proposal. Similarly, DORA proposes a new oversight framework for those ICT service providers that are critical to the financial sector, which is likely to apply to most of the large technology companies to the extent that they provide ICT services to financial firms. The framework aims to monitor and address concentration risk and systemic risk that may arise from critical third-party provision of ICT services. However, other gaps and issues, e.g., in relation to conduct or prudential risks or cooperation between relevant competent authorities, may be left unaddressed and require further adaptations to the existing regulatory and supervisory frameworks. [5:  https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-markets-act-ensuring-fair-and-open-digital-markets_en  ]  [6:  https://ec.europa.eu/info/publications/200924-digital-finance-proposals_en] 

With this call for evidence (CfE) ESMA seeks the input of market participants, technology companies and other stakeholders on those remaining gaps and issues that would need to be addressed. 
Noteworthy, ESMA is cooperating closely with EBA and EIOPA on these matters, leveraging on the work already undertaken, for example in the form of a survey on digital platforms to the industry[footnoteRef:7] for what concerns EBA or a Discussion Paper on the (re)insurance value chain and new business models arising from digitalization[footnoteRef:8] for what concerns EIOPA.   [7:  https://www.eba.europa.eu/financial-innovation-and-fintech/fintech-knowledge-hub/regtech-industry-survey]  [8:  EIOPA (2020). Discussion Paper on the (re)insurance value chain and new business models arising from digitalization. ] 



General information about respondent
	Name of the company / organisation
	ID2S S.A.
	Activity
	Regulated Market

	Are you representing an association?
	☐
	Country/Region
	France


Please insert here any general observations or comments that you would like to make on this call for evidence, including how relevant digital finance may be to your own activities.
<ESMA_QUESTION_DCFE_1>
ID2S has provided its initial observations in a Position Paper on DLT in April 2021. The document is attached.
In addition ID2S recommends to leverage lessons learnt from countries (such a France), that have implemented (since 2017) regulation on market digitalization and the usage of technologies instrumental to such digital finance objectives, such as DLT. 
ID2S considers that it would be detrimental to the expected final result of the implementation and harmonization efforts that the ESMA is producing in coordination with the European Commission, the Parliament and the Counsel, if these legislative and market experiences were ignored.
Moreover, we would like to suggest whilst establishing a new regulatory and supervisory framework for operating using new technologies supporting digitalization, to consider the viability of the various measures and if these measures are designed to support both growth and the wider adoption of the incumbent stakeholders or to encourage new entrants and innovation. In fact, differentiate according to the application and use of the new technology, and not to the technology itself. For example, using DLT as a more efficient book-entry system supporting existing financial products would have a very different risk and financial profile from the use of DLT to support a new financial product or asset class. As the underlying assessment of the economic viability would be different. To support this rationale we wish to stress the unrealistic size of the threshold established to operate under the forthcoming DLT Pilot regime as revenues associated to the limited assets under management would compensate only in nominal part the project costs and would de facto limit the applicability of the regime to companies that are already authorised under CSDR.
In terms of relevance of digital finance to ID2S activity, ID2S is the fore runner in the European Union of the application of digital technologies to operational processes set within the framework of CSDR. We do aim at being the first at introducing in stable manner digitalised products that would settle in TARGET2 Securities according to the MIFID and CSDR rules in 2022.
<ESMA_QUESTION_DCFE_1>




3 [bookmark: _Toc72509288][bookmark: _Toc72505781]More fragmented or non-integrated value chains
Technological developments are increasing the extent to and ways by which financial firms rely on third-parties, in particular technology firms, for the delivery of services, thereby leading to more fragmented or non-integrated value chains. This dependency can take different forms, e.g., outsourcing, partnerships, cooperation agreements or joint ventures. Examples include cloud outsourcing arrangements or the use of technology companies for data analytics, risk management or marketing purposes. In addition, digital innovation facilitates the entry of technology companies in financial services, again leading to potentially closer interlinks and increased inter-dependency between those companies and financial firms. 
These new business models may entail various benefits, such as increased efficiency. However, they may also introduce new risks and may not be fully captured by the existing regulatory framework. Indeed, the entities contributing to the provision of the financial services may be subject to a set of individual requirements in the absence of a holistic approach or even fall outside of the regulated space. These models may also raise challenges in relation to cross-border supervision, cooperation between different competent authorities, as well as legal responsibility for conduct, operational resilience of the entire value chain and prudential treatment. 
This call for evidence aims to collect evidence on new material developments in the evolution and fragmentation of value chains and the extent to which this phenomenon introduces new risks and/or create regulatory and supervisory challenges.

Questions
Do you observe changes in value chains for financial services (e.g., more fragmented value chains) as a result of technological innovation or the entry of technology firms? How different is the situation now when compared to pre-Covid?
<ESMA_QUESTION_DCFE_2>
Yes, ID2S observes that changes in the value chains resulting from the adoption of technological innovation will impact in terms of re-shaping established markets, as well as allowing for the introduction of new Products & Services and new Asset Classes. For instance, we see that technological innovation both in terms of processes and products is being more widely adopted in the pre-trade/origination and trading space, than in the post trading one. We do believe that the rational for this might be twofold:
1) The relative technological simplicity of the processes in the trading layer compared to post trade
2) The costs of research and development to reach the proof of concept level;
We do experience on the other hand that this innovative path is not followed by the FMIs and market operators of the post trade space, due to the significant implementation costs and requirement of revenues for a successful project return. To this extent, we should probably differentiate between fintech solution providers that are established with longer term investment horizon from those that have shorter (< 3 years) breakeven horizon This proves why since several years the introduction of digital technologies have resulted only in a limited number of production examples . 
ID2S believes that the introduction of digitalization in the financial services industry will follow the following technological path.
	
	SECURITIES PROCESS DIGITALIZATION
	SECURITIES PRODUCT DIGITALIZATION
	CBDC

	ISSUANCE and PRE-TRADING
	Since 2019 ca
	Since 2019 ca
	Since 2020

	TRADING
	Since 2019 ca
	Since 2019 ca
	Since 2020

	CLEARING
	Expected 2025 (ON CHAIN)
	Expected 2025 (ON CHAIN)
	Expected 2025

	SETTLEMENT
	Expected 2022 OFF CHAIN 2025 ON CHAIN, 
	Expected 2022 OFF CHAIN 2025 ON CHAIN 
	Expected 2025



This will imply that in the relative short term, digitalized securities will continue to clear and settle OFF CHAIN, i.e. in traditional € currency as well as in TARGET2 Securities. 
“ON CHAIN” settlement is only likely to be commercially adopted once issues linked to legal certainty and settlement finality of instruments outside T2S will be addressed.
Similarly, settlement in Central Bank Digital Currency (CBDC) will see widespread adoption only when implemented by the Eurosystem. The most recent Eurosystem publication seems to indicate that digital Euro (D€) will be a conventional representation of a collateral placed on the T2 account of authorised intermediaries, and not a real bitcoin. 
On that point, we are sceptic on the fact that a non-regulated digital currency would ever have a widespread adoption in the EU, unless fully backed/collateralised such as the USC from Fnality or Steblecoins as its use would go against the reduction the operational risk (in this case currency risk) that the digital technology itself aims at introducing.
<ESMA_QUESTION_DCFE_2>

Do you consider that financial firms are increasingly relying on technology firms to fulfil critical or important functions? If so, for which particular functions? Are there particular types of technologies (e.g., BigData, artificial intelligence, cloud computing, others) and technology firms involved? 
<ESMA_QUESTION_DCFE_3>
It is correct to state that the history of financial services has seen initially the development of legacy non-standard systems that for several decades have powered the banks and the FMIs of this world. 
It is also correct to identify that a second phase (whose start may vary depending on the fact that we speak of credit institutions or market infrastructures) has seen the introduction of  a significant number of technology vendors and fintechs which has led to the introduction of more standardized and efficient processes. 
But what we see now is another and more dramatic step in handling technology. Outsourcing has become an increasingly frequent practice due to the increased complexity of technology and the willingness to balance IT risk. It is now frequently the case that market operators estimate the risk of outsourcing as lower than the risk of not managing correctly the technology, and that establishing an appropriate legal framework for the outsourcing appears a solution to reduce overall the corporate risk.
<ESMA_QUESTION_DCFE_3>

Do you have examples of technology companies providing financial services in the EU, either directly or through arrangements with financial firms? If so, please briefly describe their business model and the type of financial services that they provide.
<ESMA_QUESTION_DCFE_4>
1) Atos, an international IT services company, Atos supply systems integration and managed services for LCH.Clearnet's core clearing business activity with the UCS (Universal Clearing and Settlement System) solution. Atos also provide hosting of the applications in its own data centres, as well as application and production management.
2) Sopra Steria, a European leader in consulting, digital services and software development, helps its clients drive their digital transformation to obtain tangible and sustainable benefits. It provides end-to-end solutions to make large companies and organisations more competitive by combining in-depth knowledge of a wide range of business sectors and innovative technologies with a fully collaborative approach.Sopra provide a full solution for market pricing management and a customised solution for collateral management.
<ESMA_QUESTION_DCFE_4>

Do you have examples of technology companies being used by financial institutions in the EU to fulfil critical or important functions? If so, please briefly describe their business model and the way in which they contribute to, or facilitate, these critical or important functions.
<ESMA_QUESTION_DCFE_5>
Orange Cyberdefense (OCD)
OCD is the expert cybersecurity business unit of the Orange Group, providing managed security, managed threat detection and response services to organisations around the globe. As Europe’s go-to security provider, OCD strives to protect freedom and builds a safer digital society.
OCD is powered by a strong combination of artificial and human intelligence-driven solutions. Its division of OBS (Orange Business Services ) offers unparalleled access and insight to current and emerging cyber threats. With a 25+ year track record in information security, 250+ researchers and analysts and 16 SOCs distributed across the world and sales and services support in 160 countries, OCD offers global protection with local expertise and provides support services to customers throughout the entire threat lifecycle.
OCD embeds security into Orange Business Services solutions for multinationals worldwide. 
Overall OCD has the following:
· 25+ Years track record in information security
· 50+ high end security researchers and penetration testers
· 24x7x365 UK-based SOC and 3 UK data centres
· 7000+ managed devices across 6 continents
· 90% identified threats before having an impact on services.*
ID2S uses a range of OCD’s products and offers such as:
· Security Information and Event Management (SIEM);
· Monthly vulnerability scanning;
· Intrusion Detection System (IDS);
· Secured Gateway and managed Firewall infrastructure;
· Distributed Denial of Service (DDOS) protection; 
· IP filtering;
· Web Application service Guardian (WAF);
· OS and middleware hardening;
· Antivirus; and
· Two-factor authentication.
<ESMA_QUESTION_DCFE_5>

Do you see changes in the way or extent to which financial market data are being collected, used and disseminated by unregulated data service providers?
<ESMA_QUESTION_DCFE_6>
You can observe many examples of unregulated trading platforms, pre-trade / origination platforms, post-trade and middle office service platforms that all impact the value chain, and as a result collect, use and disseminate financial market data. However, extending this to specific data service providers whose value proposition is based around the collection of an increasing wider set of financial market data, forming part of the move towards the provision of big data, does change the overall risk profile. Data service providers operate (largely) on an unregulated and unsupervised basis, yet as a source of big data used by many regulated entities (Banks, CSDs, CCPs, …), an increasing reliance must be placed on ensuring that the data source is not subject to inadequate data governance, mismanagement of data, poor quality and inaccurate data, poorly structured / organised or even corrupted data, or data that may fall outside of applicable data privacy rules. Rarely is adequate due diligence carried out the sources of big data, yet this very data is increasingly used to support new technology applications involving AI, advanced analytics, and DLT (as examples) where key financial decisions are made on the basis of the accuracy and validity of underlying data.     
<ESMA_QUESTION_DCFE_6>

What implications, if any, do changes in value chains (e.g., more fragmented value chains) have on your own activities? To which extent are you taking an active role in these changes?
<ESMA_QUESTION_DCFE_7>
Changes in the value chain should be read as a positive sign of evolution of the financial services industry, with technology fostering more competition, more efficiency, reduced costs and risks. 
ID2S is the forerunner amongst the European FMIs that not only adopt a new technology innovating its process management, but it also seeks for introducing in the current European post trade environment the first native digital instruments
1) favouring initially “off chain” settlement of these instruments, and subsequently, 
2) creating the conditions to allow “on chain” secure settlement of a large volumes of transactions on diversified products.

Also, it is not excluded that digitalization might also re-open the debate of the disintermediation of the agents, both on the Issuer/IPA side, where the critical functions of the IPA can be absorbed by the CSD, as well as on the investor side where the custodian bank can restrict its function to the one of “operator” and investors can directly operate segregated accounts from the books of the CSD. 
<ESMA_QUESTION_DCFE_7>

Do you see new or exacerbated risks (e.g., to investor protection, financial stability, market integrity, security or level playing field) in relation to the reliance on technology firms by financial firms? 
<ESMA_QUESTION_DCFE_8>
As a DLT CSD, ID2S uses the same practices as other non DLT CSD. The main difference is the security provided by the private permissioned blockchain management. In this sense, the DLT CSD presents less risks as the others thank to the increased level of automation. Moreover, the most relevant processes are also backed up with traditional technology solutions. Cyber risks are approached differently but risks are the same (i.e. data protection and compliance).  Third parties companies are reviewed according to ID2S strict procedures which are continuously upgraded by the compliance department in line with CSDR regulation.
<ESMA_QUESTION_DCFE_8>

Do you see new or exacerbated risks (e.g., to investor protection, financial stability, market integrity, security or level playing field) in relation to the provision of financial services by technology companies? 
<ESMA_QUESTION_DCFE_9>
See 8
<ESMA_QUESTION_DCFE_9>

Do you see new or exacerbated risks (e.g., to investor protection, financial stability, market integrity, security or level playing field) in relation to the collection, use and dissemination of financial market data by unregulated data service providers?
<ESMA_QUESTION_DCFE_10>
See 8.
<ESMA_QUESTION_DCFE_10>

Do you consider that some adaptations to the EU regulatory framework are needed to address the risks brought by changes in value chains?
<ESMA_QUESTION_DCFE_11>
EU regulatory framework should support the changes in value chains, and the use of new technologies within the scope of re-shaping established markets, but should also establish a clearer path to the introduction of new Products & Services and new Asset Classes. Where possible, the EU regulatory framework may also wish to incorporate within existing regulation (such as CSDR), some of the value chain activities that currently remain outside (such as the activities of a Numbering Agency, or a Data Services Provider.
<ESMA_QUESTION_DCFE_11>

Do you consider that some adaptations to the EU regulatory framework are needed to unlock the benefits brought by changes in value chains?
<ESMA_QUESTION_DCFE_12>
Focus on regulatory framework that better supports the commercial adoption of value chain enhancements.
<ESMA_QUESTION_DCFE_12>

Do you consider that there is a need to enhance supervisory practices, e.g., cross-border or cross-sectoral cooperation, in relation to changes in value chains?
<ESMA_QUESTION_DCFE_13>
As a general consideration, there is a consensus on the fact that there should be a harmonization in the approach followed by the different national competent authorities in the process of authorization and annual review of CSDs. With respect to the last one, reviews should not be annual, apart from the need of CSDs to address Eurosystem recommendations.
<ESMA_QUESTION_DCFE_13>

Which recommendations, if any, would you make to EU regulators/supervisors to address opportunities and challenges brought by changes in value chains?
<ESMA_QUESTION_DCFE_14>
The digitalization of the industry will lead to more frequent opportunities to challenge the traditional issuer/investor-intermediary-CSD model. 
The NCA should limit its role to assessing new products and services and ensure: 
i) initially an accurate assessment before CSD developments are launched, so to set any eventual requirements
ii) the legal documentation of the CSDs should reflect with particular accuracy the description of the new services the CSD will launch while moving up in the value chain. 
CSDR reviews should not be annual anymore (every 3 years) and organised by committee including the CSD NCA + other NCAs, in order to ensure harmonised assessment and knowledge sharing across Europe.
<ESMA_QUESTION_DCFE_14>

Do you have any other observations or comments in relation to changes in value chains?
<ESMA_QUESTION_DCFE_15>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_15>


[bookmark: _Toc72509289]

4 Platforms and bundling of various financial services
Platforms can market and provide access to multiple different financial services, often from different financial firms. Different financial firms can also partner with technology firms to bundle a range of financial services which are then distributed through digital channels. 
The financial firms and platform providers are not always part of the same group and sometimes operate in different EU Member States or third countries. In addition, the different financial services bundled on the platform may fall under separate sectorial regulations or outside of the scope of the EU financial services regulatory perimeter, which can leave certain risks unaddressed and raise specific supervisory challenges. 
A more holistic approach to the regulation and supervision of these platforms and bundled services could be relevant, considering the increased risk that they can pose, regarding e.g. interaction with consumers and consumer protection, conduct of business, money laundering and operational risk. 
The CfE is intended to help ESMA collect insights on the use of digital platforms in the EU the extent to which this phenomenon introduces new risks and/or create regulatory and supervisory challenges. 

Questions
Do you have examples of platforms bundling different financial services from different financial firms in the EU? If so, please provide a brief description of the most prominent ones.
<ESMA_QUESTION_DCFE_16>
TYPE YOUR TEXT HERE
<ESMA_QUESTION_DCFE_16>

Do you consider that the use of platforms by financial firms for the marketing or the conclusion with customers of financial products and services is widespread in the EU? Do you observe an increase in the use of platforms compared to pre-Covid?
<ESMA_QUESTION_DCFE_17>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_17>

(To financial firms) As a financial firm, are you using platforms for the marketing or the conclusion with customers of your financial products and services? If yes, please provide a brief description of(i) the types of services provided by the platform, (ii) the arrangement in place with the platform (e.g., are you or the platform responsible for the governance and/or maintenance of the technical infrastructure and the interactions with customers), (iii) the extent and way in which the arrangement is disclosed to the customer, (iv) the tools and processes in place to ensure that the risks attached to the financial products and services are properly disclosed to the customers.
<ESMA_QUESTION_DCFE_18>
ID2S does not use specific platforms for marketing or the conclusion with customers of your financial products and services.
<ESMA_QUESTION_DCFE_18>

(Same question to platforms) As a platform, do you facilitate the marketing or the conclusion with customers of financial products and services? If yes, please provide a brief description of(i) the types of services provided to financial firms, (ii) the arrangement in place with the financial firms (e.g., are you or the financial firm responsible for the governance and/or maintenance of the technical infrastructure and interactions with customers), (iii) the extent and way in which the arrangement is disclosed to the customer, (iv) the tools and processes in place to ensure that the risks attached to the financial products and services are properly disclosed to the customers.
<ESMA_QUESTION_DCFE_19>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_19>

Which key opportunities and challenges do you see in relation to the use of platforms by financial firms?
<ESMA_QUESTION_DCFE_20>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_20>

Do you consider any of the following risks to be new/exacerbated where financial firms use platforms for the marketing or conclusion with customers of contracts for financial products and services? Please explain(i) risk to financial stability, (ii) risk to investor protection, (iii) risks in relation to conduct of business, (iv) ICT and security risks, (v) money laundering / terrorism financing, (vi) risk to data protection and privacy, (vii) risk to fair competition, (viii) market manipulation, or (ix) other risks.
<ESMA_QUESTION_DCFE_21>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_21>

(For financial firms) Which controls, and processes are in place to oversee the specific risks emerging from the use of platforms? 
<ESMA_QUESTION_DCFE_22>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_22>

Do you consider that some adaptations to the EU regulatory framework are needed to address the risks brought by the use of platforms? 
<ESMA_QUESTION_DCFE_23>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_23>

Do you consider that some adaptations to the EU regulatory framework are needed to unlock the benefits brought by the use of platforms?
<ESMA_QUESTION_DCFE_24>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_24>

Does the use of platforms give rise to any challenges regarding the cross-border supervision of financial sector activities in the EU? Do you consider that there is a need to enhance supervisory practices, including convergence measures, in relation to the use of platforms?
<ESMA_QUESTION_DCFE_25>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_25>

Which recommendations, if any, would you make to regulators/supervisors to address opportunities and challenges brought by the use of platforms?
<ESMA_QUESTION_DCFE_26>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_26>




5 [bookmark: _Toc72509290]Risks of groups combining different activities
Large technology companies active in various sectors and forming mixed-activity groups increasingly enter the financial services sector, including through the establishement of their own subsidiaries for the provision of financial services. These groups can quickly scale up the offerings in financial services leveraging on vast amounts of customers’ data collected through their affiliated entities and elevating intra-group dependencies on operating systems and processes. The capacity to use intra-group data and other processes within the group to support the provision of financial services raises challenges in relation to conduct, prudential and systemic risks and a possible detrimental effect to the level playing field between entities providing the same financial services as a part of a group versus a single entity.
Even though existing sectoral financial legislation already embeds approaches for group supervision, it does not provide a framework for coordinated supervision on a cross-sectoral basis for emerging types of mixed activity groups, as their financial activities usually represent only a limited share of their total balance sheet. Even when a group has a specialised financial subsidiary undertaking within its group, sectoral financial legislation would only apply to that subsidiary undertaking, with limited possibilities to supervise and prevent risks stemming from the interactions between the financial subsidiaries and the broader group. 
The new emerging risks in relation to mixed-activity groups that build up substantial market share in financial services may not be captured by the existing EU legislation and by supervisory practices limited to regulated entities in the mixed-activity groups. 
The call for evidence aims to collect evidence on whether (i) large technology companies as mixed-activity groups should be supervised specifically, (ii) how interdependencies withing the groups, and potential risks stemming from, can be identified and adressed, and (iii) how supervisory cooperation can be improved for these groups.

Questions
Are you aware of mixed activity groups (MAGs), including BigTech groups, whose core business is not financial services but that have subsidiary undertakings that provide financial services in the EU?
<ESMA_QUESTION_DCFE_27>
Yes, ID2S is a financial services subsidiary of a telecom company. We are not aware of other financial services companies that belong to non-financial groups.
<ESMA_QUESTION_DCFE_27>

Which types of financial services do these entities provide? 
<ESMA_QUESTION_DCFE_28>
ID2S is a central securities depository providing notary, central maintenance and settlement services under CSDR since 2018.
<ESMA_QUESTION_DCFE_28>

In such MAGs, how and to what extent the dependency of a subsidiary financial firm on its parent company and/or other subsidiaries of the same group influences the provision of the financial service?
<ESMA_QUESTION_DCFE_29>
As a startup, ID2S provision of financial services is dependent on the original project funding. Moreover, parent company must be supported for corporate functions (e.i. audit) where specific independent regulatory view is required. With respect to other corporate activities, the choice is possible between developing them in-house or outsource to group entities (treasury, legal, IT, finance, etc.) 
<ESMA_QUESTION_DCFE_29>

Do you see new or exacerbated risks in relation to MAGs?
<ESMA_QUESTION_DCFE_30>
ID2S is from inception a DLT model organisation. As only real DLT CSD, ID2S operational risks mainly shifts from human operational risks to automated ones as well as new controls that are put in place and holistic views of processes.  This shift is also true for general business risks and legal one as DLT general business risks addresses for instance new markets, technologies and processes as well new regulation and legal framework. In a nutshell, DLT defines a new paradigm which needs to see the same risks but from new angles and perspectives. The three lines follow the same approach and allow to obtain a robust risks management.
<ESMA_QUESTION_DCFE_30>

Do you consider that there is a risk of unlevel playing field between individual ('solo') financial firms and MAGs? 
<ESMA_QUESTION_DCFE_31>
Firms belonging to MAGs may suffer for a competitive disadvantage, but this not being generated by regulation or not resulting from the alteration of competitive conditions, shall be left to be handled to  the companies.
<ESMA_QUESTION_DCFE_31>

In your opinion, is the current EU regulatory framework adequate for MAGs?
<ESMA_QUESTION_DCFE_32>
We do not see elements that might prevent competition in this respect.
<ESMA_QUESTION_DCFE_32>

Do you consider there is a need for new cooperation and coordination arrangements between financial supervisors and other authorities (data, competition, consumer protection, AML/CFT, cyber) within the EU and/or with 3rd countries in order to ensure effective supervision of MAGs?
<ESMA_QUESTION_DCFE_33>
TYPE YOUR TEXT HERE 
<ESMA_QUESTION_DCFE_33>
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