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Response Form to the Consultation Paper 
Guidelines on Outsourcing to Cloud Service Providers 




Responding to this paper 
ESMA invites comments on all matters in this consultation paper on guidelines on outsourcing to cloud service providers and in particular on the specific questions summarised in Appendix I. Comments are most helpful if they:
respond to the question stated;
indicate the specific question to which the comment relates;
contain a clear rationale; and
describe any alternatives ESMA should consider.
ESMA will consider all comments received by 01 September 2020. 
All contributions should be submitted online at www.esma.europa.eu under the heading ‘Your input - Consultations’. 
Instructions
In order to facilitate analysis of responses to the Consultation Paper, respondents are requested to follow the below steps when preparing and submitting their response:
Insert your responses to the questions in the Consultation Paper in the present response form. 
Please do not remove tags of the type <ESMA_QUESTION_COGL_1>. Your response to each question has to be framed by the two tags corresponding to the question.
If you do not wish to respond to a given question, please do not delete it but simply leave the text “TYPE YOUR TEXT HERE” between the tags.
When you have drafted your response, name your response form according to the following convention: ESMA_COGL_nameofrespondent_RESPONSEFORM. For example, for a respondent named ABCD, the response form would be entitled ESMA_COGL_ABCD_RESPONSEFORM.
Upload the form containing your responses, in Word format, to ESMA’s website (www.esma.europa.eu under the heading “Your input – Open consultations”  “Consultation on Outsourcing to Cloud Service Providers”).



Publication of responses
All contributions received will be published following the close of the consultation, unless you request otherwise. Please clearly and prominently indicate in your submission any part you do not wish to be publicly disclosed. A standard confidentiality statement in an email message will not be treated as a request for non-disclosure. A confidential response may be requested from us in accordance with ESMA’s rules on access to documents. We may consult you if we receive such a request. Any decision we make not to disclose the response is reviewable by ESMA’s Board of Appeal and the European Ombudsman.
Data protection
Information on data protection can be found at www.esma.europa.eu under the heading Legal Notice.
Who should read this paper
This paper is primarily of interest to national competent authorities and financial market participants. In particular, this paper is of interest to alternative investment fund managers, depositaries of alternative investment funds, undertakings for collective investment in transferable securities (UCITS) management companies, depositaries of UCITS, central counterparties, trade repositories, investment firms and credit institutions which carry out investment services and activities, data reporting services providers, market operators of  trading venues, central securities depositories, credit rating agencies, securitisation repositories and administrators of benchmarks (“firms”), which use cloud services provided by third parties. This paper is also important for cloud service providers, because the draft guidelines seek to ensure that the risks that may arise for firms from the use of cloud services are properly addressed.
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General information about respondent
	Name of the company / organisation
	Swedish Securities Market Association
	Activity
	Investment Services

	Are you representing an association?
	☒
	Country/Region
	Sweden




Introduction
Please make your introductory comments below, if any
<ESMA_COMMENT_COGL_1>
 The Swedish Securities Markets Association (SSMA) welcomes the opportunity to comment on the Esma’s Guidelines on Outsourcing to Cloud Service Providers.  
European firms are already subject to requirements for outsourcing which include cloud computing services via the EBA Guidelines on Outourcing. The SSMA sees a clear risk that an additional set of rules applicable to the same outsourcing arrangements will imply less efficient processes for the firms without adding any further resilience. Moreover, an additional set of requirements will lead to increased complexity for firms that are regulated by both EBA and Esma as they would need to integrate two, sometimes different, sets of requirements in their internal rules and procedures. In addition to the increased complexity and operational risks, this will lead to unnecessary workload and increased costs for firms.  
The SSMA recognises that there are entities which are not regulated by EBA and that the  introduction of Esma’s guidelines therefore would ensure a broader coverage. Nevertheless, two, sometimes different, sets of rules would in our view not ensure a level playing field since  firms that are subject to both sets of rules will face more burdensome processes. Hence, so as to ensure a level playing field for all entities, regardless if they are regulated by both EBA’s and Esma’s rules or by one of them, we suggest that Esma align its guidelines to EBA’s guidelines. 
It should also be clarified in the feedback statement that investment firms which comply with EBA’s guidelines are considered to be in compliance with Esmas guidelines.  
 
Furthermore, Esma’s guidelines could use improvement as regards the scope of the requirements. More specifically, it should be clarified whether respective requirement applies to (i) outsourcing and outsourcing of critical or important functions or only (ii) outsourcing of critical or important functions. Example: 
· “36. A firm should reassess the criticality or importance of a function previously outsourced to a CSP periodically and every time there is a material change in relation to the nature, scale or complexity of the risks inherent to the cloud outsourcing arrangement.”, 
· “40. The written agreement should expressly allow the possibility for the firm to terminate it, where necessary.”,  
· “56. The firm should ensure that the CSP appropriately oversees the suboutsourcer.” 
 
SSMA would also welcome a more clear definition of outsourcing. The definition used in EBA’s and Esma’s guidelines is rather wide. Hence it can sometimes be difficult to understand the scope. It is important to ensure that the definitions of outsourcing are identical in different parts of EU legislation.  
Also, the SSMA would welcome clarification as regards the application of Esma’s guidelines in relation to intra-group oursorcing.  
<ESMA_COMMENT_COGL_1>

Questions

1. : Do you agree with the suggested approach regarding a firm’s governance and oversight in relation to its cloud outsourcing arrangements? Please explain. 
<ESMA_QUESTION_COGL_1>
 Governance, oversight and documentation is already covered by EBA’s guidelines.  
 
For the firms that already follow the EBA guidelines, an additional set of rules that sets the same type of requirements and deals with the same type of risks as the EBA guidelines would complicate internal processes and add workload and costs when it comes to integrating the new guidelines in the internal rules while it does not necessarily further reduce risks from outsourcing activities.  
 
Therefore, to ensure operational efficiency it should be sufficient if firms comply with EBA’s guidelines.  
<ESMA_QUESTION_COGL_1>

1. : Do you agree with the suggested documentation requirements? Please explain. 
<ESMA_QUESTION_COGL_2>
 Please see answer to question 1. 
<ESMA_QUESTION_COGL_2>

1. : Do you agree with the suggested approach regarding the pre-outsourcing analysis and due diligence to be undertaken by a firm on its CSP? Please explain.  
<ESMA_QUESTION_COGL_3>
 A major part of the substance in Esma’s guidelines as regards pre-outsourcing analysis and due diligence is included in EBA’s guidelines. There are some deviations or maybe rather a different use of wording in the two sets of guidelines that is confusing. While Esma in item 36 use the word “periodically” EBA refers to “ongoing basis”. Such differences lead to some confusion in the implementation and also to more complicated internal processes when firms are subject to both guidelines.  
 
As regards item 37, we have difficulties understanding the underlying intention of “reviewing” the due diligence. Item 4 in the background text refers to due diligence and risk assessment. Nevertheless, it is somewhat unclear if the review of the due diligence process in item 37 refers to the fact that the institute should improve its due diligence process or whether it should make a risk assessment. If the requirement is kept, this should be clarified.
<ESMA_QUESTION_COGL_3>

1. : Do you agree with the proposed contractual requirements? Please explain. 
<ESMA_QUESTION_COGL_4>
 The requirement in item 40 (“The written agreement should expressly allow the possibility for the firm to terminate it, where necessary”) may be challenging or even impossible to comply with as CSPs are reluctant to include corresponding terms in the cloud outsourcing agreements. Also, there are other and more efficient ways to address the risks ESMA intends to address.    
<ESMA_QUESTION_COGL_4>

1. : Do you agree with the suggested approach regarding information security? Please explain. 
<ESMA_QUESTION_COGL_5>
 The SSMA notes that this requirement is new in Esma’s guidelines, i.e. there is no corresponding rule in EBA’s guidelines. As mentioned in the introductory remarks, for  level playing field-reasons, the SSMA takes the view that the two sets of guidelines should be identical. Therefore, the section on information secutity should be removed from Esma’s guidelines.  
 
If kept, the requirements are much too detailed and would need to be simplified. 
When there is a high level of details there is always a risk that an investment firm 
“ticks the box” to comply with the requirements and thereby lowers its level of attention and own thinking.  
 
Also with such a high level of details the guidelines will have to be updated rather frequently in order to keep up with technological and market developments. One exemple is item 43 b which mentions “two factor authentication”. First, it is not obvious that such authentification mechanisms are the best possible solutions for all areas. Second, even though such authentification mechanisms as two factor authentification are current today there might be other, more adapted, mechanisms available in the future. If, requirement 43 b is kept the wording “ensure” shoud be replaced by “consider”.  
 
Another example of the guidelines being too detailed is requirement 43 c. It would be very difficult to integrate such a requirement in the contract with the CSP. The large providers are unlikely to accept such a requirement which would reduce the number of providers and thereby lead to less competition and higher costs.
<ESMA_QUESTION_COGL_5>

1. : Do you agree with the suggested approach regarding exit strategies? Please explain. 
<ESMA_QUESTION_COGL_6>
 The requirement in 44c is somewhat odd as there is no corresponding requirement in the guideline on contractual agreements.  
<ESMA_QUESTION_COGL_6>

1. : Do you agree with the suggested approach regarding access and audit rights? Please explain. 
<ESMA_QUESTION_COGL_7>
No comments at this stage. 

<ESMA_QUESTION_COGL_7>

1. : Do you agree with the suggested approach regarding sub-outsourcing? Please explain. 
<ESMA_QUESTION_COGL_8>
 No comments at this stage. 
<ESMA_QUESTION_COGL_8>

1. : Do you agree with the suggested notification requirements to competent authorities? Please explain. 
<ESMA_QUESTION_COGL_9>
 No comments at this stage. 
<ESMA_QUESTION_COGL_9>

1. : Do you agree with the suggested approach regarding the supervision of cloud outsourcing arrangements by competent authorities? Please explain. 
<ESMA_QUESTION_COGL_10>
 No comments at this stage. 
<ESMA_QUESTION_COGL_10>

1. : Do you have any further comment or suggestion on the draft guidelines? Please explain. 
<ESMA_QUESTION_COGL_11>
[bookmark: _GoBack]No further comments.
<ESMA_QUESTION_COGL_11>

1. : What level of resources (financial and other) would be required to implement and comply with the guidelines and for which related cost (please distinguish between one off and ongoing costs)? When responding to this question, please provide information on the size, internal set-up and the nature, scale and complexity of the activities of your organization, where relevant. 
<ESMA_QUESTION_COGL_12>
TYPE YOUR TEXT HERE
<ESMA_QUESTION_COGL_12>
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