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Response Form to the Consultation Paper 
Guidelines on Outsourcing to Cloud Service Providers 




Responding to this paper 
ESMA invites comments on all matters in this consultation paper on guidelines on outsourcing to cloud service providers and in particular on the specific questions summarised in Appendix I. Comments are most helpful if they:
respond to the question stated;
indicate the specific question to which the comment relates;
contain a clear rationale; and
describe any alternatives ESMA should consider.
ESMA will consider all comments received by 01 September 2020. 
All contributions should be submitted online at www.esma.europa.eu under the heading ‘Your input - Consultations’. 
Instructions
In order to facilitate analysis of responses to the Consultation Paper, respondents are requested to follow the below steps when preparing and submitting their response:
Insert your responses to the questions in the Consultation Paper in the present response form. 
Please do not remove tags of the type <ESMA_QUESTION_COGL_1>. Your response to each question has to be framed by the two tags corresponding to the question.
If you do not wish to respond to a given question, please do not delete it but simply leave the text “TYPE YOUR TEXT HERE” between the tags.
When you have drafted your response, name your response form according to the following convention: ESMA_COGL_nameofrespondent_RESPONSEFORM. For example, for a respondent named ABCD, the response form would be entitled ESMA_COGL_ABCD_RESPONSEFORM.
Upload the form containing your responses, in Word format, to ESMA’s website (www.esma.europa.eu under the heading “Your input – Open consultations”  “Consultation on Outsourcing to Cloud Service Providers”).



Publication of responses
All contributions received will be published following the close of the consultation, unless you request otherwise. A standard confidentiality statement in an email message will not be treated as a request for non-disclosure. A confidential response may be requested from us in accordance with ESMA’s rules on access to documents. We may consult you if we receive such a request. Any decision we make not to disclose the response is reviewable by ESMA’s Board of Appeal and the European Ombudsman.
Data protection
Information on data protection can be found at www.esma.europa.eu under the heading Legal Notice.
Who should read this paper
This paper is primarily of interest to national competent authorities and financial market participants. In particular, this paper is of interest to alternative investment fund managers, depositaries of alternative investment funds, undertakings for collective investment in transferable securities (UCITS) management companies, depositaries of UCITS, central counterparties, trade repositories, investment firms and credit institutions which carry out investment services and activities, data reporting services providers, market operators of  trading venues, central securities depositories, credit rating agencies, securitisation repositories and administrators of benchmarks (“firms”), which use cloud services provided by third parties. This paper is also important for cloud service providers, because the draft guidelines seek to ensure that the risks that may arise for firms from the use of cloud services are properly addressed.
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General information about respondent
	Name of the company / organisation
	Kroll Bond Rating Agency Europe Limited
	Activity
	Other Financial service providers

	Are you representing an association?
	☐
	Country/Region
	Europe




Introduction
Please make your introductory comments below, if any
<ESMA_COMMENT_COGL_1>
TYPE YOUR TEXT HERE
<ESMA_COMMENT_COGL_1>

Questions

1. : Do you agree with the suggested approach regarding a firm’s governance and oversight in relation to its cloud outsourcing arrangements? Please explain. 
<ESMA_QUESTION_COGL_1>
Kroll Bond Rating Agency Europe Limited (“KBRA Europe”) believes that firms should have strong governance and oversight in relation to cloud outsourcing arrangements, and ESMA’s suggested approach to a firm’s governance and oversight of its cloud outsourcing arrangements offers one approach; however, the implementation of ESMA’s suggested measures will add significant additional costs and will require additional resources for many firms. These costs impose an especially high burden on smaller firms. Further information on the specific areas where additional resources will be required are provided in the relevant section of this response and the extent of the potential increase in costs is in the response to Question 12.

KBRA Europe endorses ESMA’s opinion that firms should monitor the activities of cloud service providers (“CSPs”) using a risk-based approach, with a focus on the outsourcing of critical or important functions.
<ESMA_QUESTION_COGL_1>

1. : Do you agree with the suggested documentation requirements? Please explain. 
<ESMA_QUESTION_COGL_2>
KBRA Europe agrees that a risk-based approach to documentation, with a focus on critical or important functions, is appropriate.

For critical or important outsourcing arrangements, KBRA Europe welcomes ESMA’s approach to providing a list of information that should be maintained on an internal register. However, firms should be permitted to document exceptions in cases where certain pieces of information may not be available or applicable, such as a corporate registration number in certain jurisdictions.

For non-critical or non-important functions, KBRA Europe agrees that firms are best placed to define the information to be included on the register based on the nature, scale and complexity of the risks inherent to the outsourced function. 
<ESMA_QUESTION_COGL_2>

1. : Do you agree with the suggested approach regarding the pre-outsourcing analysis and due diligence to be undertaken by a firm on its CSP? Please explain.  
<ESMA_QUESTION_COGL_3>
KBRA Europe agrees that pre-outsourcing analysis and due diligence should be proportionate to the nature, scale and complexity of the function to be outsourced and the risks inherent to this function. KBRA also generally agrees with ESMA’s suggested approach regarding the pre-outsourcing analysis and due diligence to be undertaken by a firm on its CSP.

For critical or important functions, KBRA Europe welcomes ESMA’s list of areas that should be considered when completing the initial risk-assessment process. However, paragraph 33 says that firms should also 
(a) assess all relevant risks that may arise as a result of the cloud outsourcing arrangement, including risks in relation to information and communication technology, information security, business continuity, legal and compliance, reputational risks, operational risks, and possible oversight limitations for the firm, arising from: 
…
(vii) possible concentration within the firm (including, where applicable, at the level of its group,) caused by multiple cloud outsourcing arrangements with the same CSP as well as possible concentration within the sector, caused by multiple firms making use of the same CSP or a small group of CSPs. [Emphasis added.]
KBRA Europe disagrees that it is a firm’s responsibility to examine sector concentrations caused by multiple firms making use of the same CSP or a small group of CSPs. This requirement is not realistic as firms generally do not have knowledge of the outsourcing arrangements and CSPs of other firms within its sector. Sector concentration risk falls within the remit of regulatory authorities.
<ESMA_QUESTION_COGL_3>

1. : Do you agree with the proposed contractual requirements? Please explain. 
<ESMA_QUESTION_COGL_4>
There are some elements of the proposed contractual requirements that exceed existing contractual standards and would be difficult to implement.

Currently, most agreements have a set contract term and termination would only be allowed because of a breach. The requirement for termination with a notice period would be limited to an agreement where there was no fixed end date.

Asking a CSP to meet certain regular reporting obligations, carry set insurance coverage, regularly test business continuity and disaster recovery plans, allow access and audit rights by the firm and competent authorities,  are requests that are typically outside the scope of existing agreements. Given the difference in bargaining power between some smaller firms and larger CSPs that provide cloud services, whilst firms may request these measures, CSPs have no obligation to include them in contracts. Many CSPs do not negotiate or modify their standard contractual terms; expecting CSPs to incorporate all these provisions in contracts is unrealistic.

To the extent that ESMA expects CSPs to provide such contractual terms, KBRA Europe believes that regulatory and supervisory bodies are best placed to require CSP to alter their contractual terms to meet such supervisory requirements. 

Contractual provisions should be determined by firms on a risk-based approach that depends on the function being outsourced, using the enumerated provisions as suggestions, not requirements, about what to include in agreements.
<ESMA_QUESTION_COGL_4>

1. : Do you agree with the suggested approach regarding information security? Please explain. 
<ESMA_QUESTION_COGL_5>
KBRA Europe agrees that it is the responsibility of a firm to check that the CSP has appropriate information security controls but believes that this should be completed on a risk-based approach between the firm and the CSP.

The first part of Paragraph 42 says
‘A firm should set information security requirements in its internal policies and procedures and within the cloud outsourcing written agreement’. KBRA Europe recommends that this section of the proposed guidance be removed as CSPs generally do not allow firms to set information security requirements within the cloud outsourcing written agreement.

The second part of paragraph 42 says ‘and monitor compliance with these requirements on an ongoing basis, including to protect confidential, personal or otherwise sensitive data.’ KBRA Europe recommends that this section be removed or modified as for smaller financial firms, the extent of oversight to manage monitor compliance with these requirements on an ongoing basis would require additional resources that could prove to be prohibitively expensive for smaller financial firms.

[bookmark: _Hlk49510986]The first part of Part (a) of paragraph 43 says ‘a firm, applying a risk-based approach, should at least: ensure that there is a clear allocation of information security roles and responsibilities between the firm and the CSP, including in relation to threat detection, incident management and patch management”.
 
KBRA Europe recommends this section be removed as smaller financial firms are not well-positioned to direct CSPs on the allocation of their information security roles and responsibilities. Given the difference in bargaining power between most smaller firms and larger CSPs, whilst firms may request certain allocations of roles and responsibilities, CSPs have no obligation to include them in contracts. To the extent that ESMA expects CSPs to provide such contractual terms, KBRA Europe believes that regulatory and supervisory bodies are best placed to require CSP to alter their contractual terms to meet such supervisory requirements. 

The first part of Part (h) of paragraph 43 says ‘a firm, applying a risk-based approach, should at least: ensure that the CSP complies with internationally recognised information security standards’.

KBRA Europe recommends this section be removed as smaller financial firms are not well-positioned to direct CSPs on compliance with internationally recognised information security standards. Given the difference in bargaining power between most smaller firms and larger CSPs, whilst firms may request compliance with internationally recognized information security standards, CSPs have no obligation to include them in contracts. To the extent that ESMA expects CSPs to provide such contractual terms, KBRA Europe believes that regulatory and supervisory bodies are best placed to require CSPs to alter their contractual terms to meet such supervisory requirements. 

The second part of Part (h) of paragraph 43 says ‘a firm, applying a risk-based approach, has implemented appropriate information security controls (for example by requesting the CSP to provide evidence that it conducts relevant information security reviews and by performing regular assessments and tests on the CSPs information security arrangements’. CSPs generally do not allow firms to perform regular tests on their information security arrangements as these would likely violate their own confidentiality and internal security policies. Given the difference in bargaining power between some smaller firms and larger CSPs, whilst firms may request the right to conduct regular tests on CSP’s information security arrangements, CSPs have no obligation to include them in contracts. Many CSPs do not negotiate or modify their standard contractual terms; expecting CSPs to incorporate such a provision in contracts is unrealistic.  To the extent that ESMA expects firms to conduct testing on CSPs information security arrangements, KBRA Europe believes that regulatory and supervisory bodies are best placed to require CSPs to alter their contractual terms to meet such supervisory requirements.

For these reasons, KBRA Europe recommends that part (h) or paragraph 43 be replaced with a requirement that a firm should apply a risk-based approach to determine that the CSP applies adequate information security standards on an ongoing basis.
<ESMA_QUESTION_COGL_5>

1. : Do you agree with the suggested approach regarding exit strategies? Please explain. 
<ESMA_QUESTION_COGL_6>
KBRA Europe agrees that consideration should be given to exit plans for outsourced critical and important function in order to avoid business disruption, but that firms should consider exit plans on a risk-based approach. Additionally, full testing of exit plans may not represent the best use of limited IT and operational resources, particularly for smaller firms that generally do not have the resources to fully test exit plans. ESMA should consider that exit strategies can be managed effectively by the firm based the size of the CSP and the service that the CSP provides to the firm.

Whilst in most cases it is reasonable to expect that a CSP will orderly transfer the outsourced function and related data, and delete a firm’s data from the CSPs systems once the agreement has concluded, this may not be applicable or permitted in all circumstances; for example transferring a function or data may not be relevant for some CSPs, and a CSP may retain certain data for regulatory, legal, or other reasons. Thus, a contractual requirement that a CSP transfer the outsourced function and related data, and a requirement to ensure that the CSP delete a firm’s data from the CSP’s systems once a firm exits the relationship may be inapplicable or impermissible in some situations. Also, given the difference in bargaining power between some smaller financial firms and larger CSPs that provide essential services, whilst firms may request these measures, CSPs have no obligation to include them in contracts. Many CSPs do not negotiate or modify their standard contractual terms; expecting CSPs to incorporate these provisions in all contracts is unrealistic.
<ESMA_QUESTION_COGL_6>

1. : Do you agree with the suggested approach regarding access and audit rights? Please explain. 
<ESMA_QUESTION_COGL_7>
ESMA’s suggestion is not industry standard, and it is expected that CSPs will generally be unwilling to agree to access and audit rights, particularly on-site access and audit rights, or access and audit rights of certain documents and systems due to confidentiality and security concerns. Given the difference in bargaining power between some smaller financial firms and larger CSPs that provide essential services, whilst firms may request these measures, CSPs have no obligation to include them in contracts. Many CSPs do not negotiate or modify their standard contractual terms; expecting CSPs to incorporate these provisions in all contracts is unrealistic.

For smaller financial firms, the extent of oversight to manage third-party certifications required by parts (a) to (e) of paragraph 51 would require additional resources.

Part (f) of paragraph 51 says that for firms to make use of third-party certifications and external or internal audit reports then the firm needs to have the contractual right to request the expansion of the scope of the certifications or audit reports to other relevant systems and controls of the CSP. It is not industry standard that CSPs will make this contractual right available to firms. As with access and audit rights, many CSPs do not negotiate or modify their standard contractual terms, so expecting CSPs to incorporate provisions that would require them to expand the scope of their certifications at the request of a firm is unrealistic.

<ESMA_QUESTION_COGL_7>

1. : Do you agree with the suggested approach regarding sub-outsourcing? Please explain. 
<ESMA_QUESTION_COGL_8>
Given the difference in bargaining power between some smaller financial firms and larger CSPs that provide essential services, whilst firms may request certain measures regarding sub-outsourcing arrangements, CSPs have no obligation to include them in contracts. Many CSPs do not negotiate or modify their standard contractual terms; expecting CSPs to incorporate these provisions in all contracts is unrealistic.

It is also unrealistic to expect that a firm ensures that a CSP appropriately oversees its sub-outsourcers, as a firm generally does not have that level of access or oversight of a CSP’s operations, and it would be overly burdensome especially as some CSPs use multiple sub-outsourcers.
<ESMA_QUESTION_COGL_8>

1. : Do you agree with the suggested notification requirements to competent authorities? Please explain. 
<ESMA_QUESTION_COGL_9>
KBRA Europe believes the level of detail to be notified to competent authorities in a timely manner at the planning phase is unduly burdensome for smaller financial firms and will require additional resources for firms to manage the initial notification, any subsequent revisions to the initial notification, and follow-up inquiries from the competent authorities. KBRA Europe would also have concerns that ongoing correspondence with competent authorities could delay the outsourcing of a function and potentially have a negative effect on a firm.
<ESMA_QUESTION_COGL_9>

1. : Do you agree with the suggested approach regarding the supervision of cloud outsourcing arrangements by competent authorities? Please explain. 
<ESMA_QUESTION_COGL_10>
TYPE YOUR TEXT HERE
<ESMA_QUESTION_COGL_10>

1. : Do you have any further comment or suggestion on the draft guidelines? Please explain. 
<ESMA_QUESTION_COGL_11>
[bookmark: _Hlk49868814][bookmark: _Hlk49868945][bookmark: _Hlk49868856]Many of the prescriptive requirements contained in the draft guidelines like audit and access rights may be appropriate for certain specialised financial service providers like settlement firms, who execute a core part of a broker dealer’s services. These outsourcing relationships are very different to those between a small financial firm and a large CSP (ie. Azure, Amazon), where the CSP may simply host data for firms to perform their own work. We believe that this distinction should be recognised and the expectation of competent authorities can be adjusted in line with the nature of the outsourcing relationship. 

KBRA would also suggest including the scope of the guidelines for global organisations.

<ESMA_QUESTION_COGL_11>

1. : What level of resources (financial and other) would be required to implement and comply with the guidelines and for which related cost (please distinguish between one off and ongoing costs)? When responding to this question, please provide information on the size, internal set-up and the nature, scale and complexity of the activities of your organization, where relevant. 
<ESMA_QUESTION_COGL_12>
KBRA Europe has 16 employees and is part of the KBRA group of companies that has over 400 employees in the US and Europe. Cloud outsourcing for KBRA Europe is currently co-ordinated and executed in the US.

It is estimated that it would require two additional employees to establish and maintain the register, co-ordinate an outsourcing oversight committee, liaise with relevant internal departments, conduct ongoing outsourcing reviews and oversee the regulatory reporting requirements.
<ESMA_QUESTION_COGL_12>
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