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[bookmark: _Toc280628648]Responding to this paper
The European Securities and Markets Authority (ESMA) invites responses to the specific questions listed in the ESMA Discussion Paper on the Distributed Ledger Technology (DLT) Applied to Securities Markets, published on the ESMA website.

Instructions
Please note that, in order to facilitate the analysis of the large number of responses expected, you are requested to use this file to send your response to ESMA so as to allow us to process it properly. Therefore, ESMA will only be able to consider responses which follow the instructions described below:
· use this form and send your responses in Word format (pdf documents will not be considered except for annexes);
· do not remove the tags of type <ESMA_ QUESTION_DLT_1> - i.e. the response to one question has to be framed by the 2 tags corresponding to the question; and
· if you do not have a response to a question, do not delete it and leave the text “TYPE YOUR TEXT HERE” between the tags.
Responses are most helpful:
· if they respond to the question stated;
· contain a clear rationale, including on any related costs and benefits; and
· describe any alternatives that ESMA should consider

Naming protocol
In order to facilitate the handling of stakeholders responses please save your document using the following format:
ESMA_DLT_NAMEOFCOMPANY_NAMEOFDOCUMENT.
E.g. if the respondent were XXXX, the name of the reply form would be:
ESMA_DLT_XXXX_REPLYFORM or 
ESMA_DLT_XXXX_ANNEX1

Deadline
Responses must reach us by 2 September 2016.
[bookmark: _Toc335141334]All contributions should be submitted online at www.esma.europa.eu under the heading ‘Your input/Consultations’. 


Publication of responses
All contributions received will be published following the end of the consultation period, unless otherwise requested. Please clearly indicate by ticking the appropriate checkbox in the website submission form if you do not wish your contribution to be publicly disclosed. A standard confidentiality statement in an email message will not be treated as a request for non-disclosure. Note also that a confidential response may be requested from us in accordance with ESMA’s rules on access to documents. We may consult you if we receive such a request. Any decision we make is reviewable by ESMA’s Board of Appeal and the European Ombudsman.
[bookmark: _Toc335141335]
Data protection
Information on data protection can be found at www.esma.europa.eu under the headings ‘Legal notice’ and ‘Data protection’.



Introduction
Please make your introductory comments below, if any:
<ESMA_COMMENT_DLT_1>

The British Bankers’ Association (BBA) welcomes the opportunity to engage with the European Securities and Markets Authority (ESMA) on their Discussion Paper (DP) on distributed ledger technology (DLT). The BBA supports the approach taken by ESMA in consulting with relevant stakeholders and looks forward to engaging with ESMA further on this matter in due course. 
The BBA is the leading association for the United Kingdom banking and financial services sector, representing over 200 banks which are headquartered in 50 countries and have operations in 180 countries worldwide. Our members manage more than €10 trillion in banking assets, employ nearly half a million individuals, contribute some €100 billion to the economy each year and lend some €200 billion to businesses. 
The BBA gratefully acknowledges the assistance of Clifford Chance LLP in helping members prepare this response.
Executive summary 
While DLT is still at an early stage of development and deployment, its potentially transformative implications raise important questions and considerations for policymakers, regulators and lawmakers as well as financial institutions and others. The BBA's response to this paper focuses on the deployment of DLT as a distributed and potentially decentralised blockchain-based solution. 
The BBA is pleased that ESMA is engaging in that dialogue at an early stage and the BBA has sought in this response to help ESMA frame that dialogue in a constructive way. Ultimately, even though DLT poses a number of legal and regulatory questions, the BBA believes that DLT, if appropriately implemented, has the potential to significantly improve the securities markets and associated regulatory compliance and reporting.
Guiding principles
At the outset, the BBA considers that there are some guiding principles which are helpful to keep in mind when assessing the legal and regulatory considerations relating to DLT.  These are set out as follows:
A flexible and pragmatic approach – As noted above, DLT is at an early stage of development and deployment. Therefore, it is important that any regulatory approach to DLT does not implicitly limit or constrain firms' ability to test and develop DLT solutions. Any specific regulatory response to DLT should be fully considered and highly informed, formulated in collaboration with the industry, demonstrably necessary based on evidence, and proportionate to the consideration being addressed. Furthermore, if a situation arises where the use of DLT could pose a challenge to compliance with a certain regulation, we would advocate that policymakers are pragmatic in resolving such situations; the possibility of DLT not fitting within existing regulation should not necessarily be viewed negatively, given that the current regulatory framework has been constructed without taking account of the development of DLT. 
Regulate the specific application and not DLT – In principle, the BBA considers that DLT should be recognised as a technology which can be used as a platform on which financial services activities can be undertaken, rather than as an activity in and of itself. As a consequence, while there may be aspects of the regulatory framework relevant to DLT as a technology platform, the BBA considers that this is distinct from applying a regulatory framework to the regulated financial activity which utilises DLT. 
Furthermore, the potential uses for DLT are numerous and diverse. The regulatory framework needs to be sufficiently cognisant of the diverse potential applications of DLT that are adaptable to operating across multiple activities and services. Consequently, the adoption of a "one size fits all" regulatory framework for DLT is unlikely to be effective or proportionate.
Equally, it is important that unregulated functions do not become regulated solely as a result of the deployment of DLT. While it may be the case that DLT could be used to perform an unregulated function in an inappropriate manner, any regulatory action in such cases should be determined on a case-by-case basis, and the use of DLT per se should not be the principal driver of any such regulatory action. 
[bookmark: _GoBack]Harmonised international approach – DLT by its nature is distributed. Existing public blockchain networks can be seen operating across many jurisdictions, as the technology is not limited by geographic boundaries or a single legal and regulatory regime.  In order to provide an effective regulatory framework in response DLT developments, that framework should be based on harmonised international standards rather than on local or regional requirements.  
To the extent that DLT forms the basis for a market infrastructure, for example, ESMA should be mindful of existing global standards and bodies, such as the CPSS-IOSCO Principles for Financial Market Infrastructures (PFMIs), which may provide a useful supra-national framework for determining the appropriate regulatory construct.
Approach to assessing the use of DLT
The BBA would like to note that when assessing the use of DLT, responses to the questions raised by ESMA will vary depending on a number of factors. The response will be informed by both the type of distributed ledger deployed: for example: public or private, permissioned or unpermissioned and the particular business application it is used for, for example: whether it is used for purposes of record of ownership or transaction data, KYC data, or payments. 
Furthermore, as ESMA will be aware, "securities markets" is a broad concept and responses to the questions raised by ESMA will also vary accordingly.  For example, "securities markets" can be sub-divided by reference to the trading life cycle: pre-trade (e.g. issuance), trading (e.g. execution), post-trade (e.g. safekeeping and administration, clearing and settlement).  The types of instruments can be divided into at least: equity, debt, derivatives. There are also multiple market places/execution venues, including regulated markets, MTFs, OTFs, SIs as well as OTC trading.  All of these factors will shape the potential benefits and risks of DLT
We should also note that while ESMA's regulatory remit may be limited to securities markets, the BBA considers that it is important for ESMA to be conscious of the broader application of DLT (e.g. in terms of payments and other areas such as regulatory compliance). DLT is also relevant to Transaction Banking, Wealth, SME, Corporate and Retail Banking, as well as in the context of non- financial services activities. Any regulatory approach to DLT in securities markets specifically should be adopted in full consideration of this broader landscape.
With the above in mind, the BBA has provided its initial responses to the questions ESMA has raised but would welcome further and more granular discussions as ESMA refines its thinking on DLT for securities markets.
Types of legal and regulatory consideration
The BBA considers that there are broadly three types of legal and regulatory consideration relevant to the assessment of DLT and it is helpful keep these categorisations in mind when assessing the importance of these and the necessary response.  These categories are as follows:
Structural legal considerations – There are legal considerations which directly affect the viability of certain DLT applications.  A key example of this is property law and the characterisation of assets recorded on a DLT.  Clearly it is important to understand the nature of those assets as this informs the rights and liabilities attaching to them as well as determining how ownership can be proven, how the asset may be transferred and how security may be granted over such assets.  Overlaid on this is an important question of which jurisdiction's law is applicable to that determination, particularly in light of the potential multi-jurisdictional, distributed nature of the relevant records.  These structural legal considerations present some of the most difficult challenges to the adoption of DLT in securities market applications.
Regulatory incompatibility – There are some regulatory considerations which mean that an activity seeking to leverage DLT may currently not be possible because it is incompatible with, conflicts with or may otherwise not sit comfortably within the existing regulatory framework. As noted in the introduction to this paper, if a situation arises where DLT does compromise compliance with a certain regulation, the BBA would advocate that policymakers take a flexible approach.
Risk and compliance barriers – There are a number of legal and regulatory requirements which would apply to DLT and/or its application in securities markets uses.  These requirements typically require a particular legal or operational solution.  For example, to the extent that data privacy rules would require permissions of individuals to the storage of personal data on a DLT, this might be achieved through obtaining consents or considering alternative arrangements whereby personal data is stored off-DLT and pseudonyms contractually are instead stored, which can then be reversed by the relevant DLT participant outside of the DLT environment.
DLT taxonomy - clarity on definitions 
The current terminology used with respect to DLT is open to interpretation. It would therefore be useful to have a glossary of standardised terms. Standardised terminology is advisable because DLT can be deployed in different ways, which deliver different characteristics.
<ESMA_COMMENT_DLT_1>
Do you agree with the list of possible benefits of the DLT for securities markets? Please explain, e.g., are these benefits unique to the DLT, are some more important than others, are some irrelevant?

<ESMA_QUESTION_DLT_1>
The BBA notes the following comments on the possible benefits that DLT may bring to the securities markets, identified by ESMA:
Clearing / settlement
It is worth noting where DLT could bring clear benefits for clearing and settlement. For instance, DLT could:
· Offer an alternative approach to the current clearing model and the functions CCPs perform today and remove the need for reconciliations, reporting and cashflow calculations. 
· Improve clearing certainty and reduce settlement risk outside of clearing.  As stated, an element of counterparty risk persists, but the robust data analysis capabilities provided by DLT could enrich the information available to credit executives and thus enable near real‑time decisions to be made on counterparty creditworthiness or appetite to take on a trade, especially in stressed markets or illiquid products.
· Provide the same transparency for both cleared and non-cleared transactions, which may be a factor in shaping future regulations in the light of potential systemic risks posed from having large CCPs.
· Combine trade confirmation, affirmation or allocation and the generation of settlement instructions into a single step, which would avoid duplicative work and mismatches that occur across these separate processes today.
It is acknowledged that DLT could significantly reduce clearing and settlement costs. However, the full extent of such benefits will depend on a number of factors including: 
· The possibility for existing clearing venues to provide the same degree of cost saving and efficiency by improving existing technology and processes, such that DLT may simply act as a driver to efficiency and cost reduction; and
· The fact that in terms of settlement timeframes, it may be preferable to allow for flexible settlement cycles instead of mandating or imposing T1 or T0 settlement. T0 is already possible today in most settlement systems from a technical perspective, but is not widespread given other factors such as investor funding timelines, treasury funding and FX constraints, and other manual processes. This was evidenced when Europe moved from T+3 to T+2 settlement in 2015. In this respect, it is also important to analyse the impacts of real-time settlement on other areas, such as the ability of market makers to provide two way liquidity, the availability of securities lending arrangements to cover short sales, the impacts on visibility of individual firm’s positions and trading activity by everyone etc, and weigh that up against the collateral and liquidity benefits.
The BBA agrees that any implementation of DLT would pose challenges both technical (e.g., the need to provide enterprise service levels) and operational (e.g., the need for consensus, such as the need for participants to agree on a single consistent source of reference data). 
Record of ownership
The BBA believes that this will require widely accepted new standards that support reliable and accessible reference data, one such example being universal identifiers. The challenges here are probably much greater than any technological challenge. For example, the ability to manage chains would allow the storage of ultimate beneficial owner information through the chain, without the need for full account segregation, thereby saving costs while achieving transparency. The BBA acknowledges that existing ID systems (such as ISIN) could be utilised as an interim measure. 
Counterparty risk
DLT could provide the benefits of a CCP for certain transactions, such as cash spot transactions, without the need for a CCP intermediary (or at least a significantly reduced role for such an intermediary). More generally, faster settlement processes as a result of the use of DLT can reduce counterparty risk and alleviate the need for contingent CCP funding assistance in respect of counterparties with increased collateral requirements due to potential downgrades. The BBA agrees that more complex and mature product lifecycles (such as derivatives) will be harder to manage and so may continue to benefit from a CCP providing risk centralisation and mitigation. However, for such products, DLT can provide an improvement to risk management techniques through some of the other benefits that the DLT can provide, i.e. improved collateral management and holistic real-time reporting. The BBA takes the view that DLT could, however, be utilised to streamline the operations of a CCP, particularly in default faster publishing of default position for risk neutralisation and auction to members may reduce the initial margin and default fund requirements and this application of DLT should not be discounted.  
Availability 
Existing DLT solutions have not to date typically focused on enterprise levels of service and so are not yet ready for full implementation in the securities markets. As noted earlier, vendors and users will need to consider the challenges of maintaining high availability at typical securities markets volumes across multiple venues and counterparties and in multiple jurisdictions. 
Security
While the security of DLTs has not yet been subject to significant, broad-based testing in the financial services industry, the benefit of distributing data across a network of connected servers, as opposed to a centralised entity, arguably makes a cyber-security breach both less likely and less effective, primarily as there is no single point of attack. The operation of the Bitcoin blockchain has demonstrated resilience as there have been no examples of successful cyber-attacks on the networks itself, since its inception. Where instances of breach have occurred (notably Mt Gox, the DAO, Bitfinex), the underlying blockchain infrastructure was not the issue; rather, weakness was exploited in the implementation of the application.
The BBA notes that in circumstance of a wide adoption and use of DLT, if a single or multiple DLT providers were to suffer technological fault, hacking or default, the consequences could be severe in the market. However, this is not an issue specific to DLT as cyber risks are already present in existing market infrastructures and blockchain-based systems have (to date) a strong cyber-security record. 
Costs
The BBA believes that reducing duplicate ledgers and associated reconciliations may deliver significant cost savings, and reduction of business inefficiencies. It remains important to note that DLT should assist by reducing duplicate ledgers and associated reconciliations. However, reconciliations will only be reduced for those parts of the business process that are wholly conducted on a DLT. As soon as a process is operated outside the DLT, reconciliation will be required, which limits the cost-saving potential. 
Reporting and oversight
The BBA notes that DLT may create a real opportunity for regulators to explore its use for reporting and oversight purposes. The recording of all relevant trades using DLT, with regulators having access via their own node, has the potential for trade data to be available almost real-time, which may significantly enhance the performance of regulatory monitoring.
<ESMA_QUESTION_DLT_1>
Do you see any other potential benefits of the DLT for securities markets? If yes, please explain.
<ESMA_QUESTION_DLT_2>
The BBA has identified a number of other areas in which DLT may bring benefits to securities markets:
AML/CTF
While not specific to securities markets, DLT could be utilised as a tool or resource for combating financial crime and/or lowering the associated costs of AML/CTF compliance. This is due to DLT's inherent traceability for transactions. DLT systems could also be used for the verification, storage and sharing of counterparty details (subject to compliance with safeguards) with regulatory and criminal investigation authorities. This would however depend on the extent to which institutions feel comfortable relying on a third party's KYC processes and standards. Ultimately, the BBA believes that this means existing KYC processes may simply be streamlined by the use of DLTs, as opposed to being fundamentally changed.
Corporate actions and proxy flows
The BBA believes that DLT systems may be useful in enabling faster and more efficient notification and representation of corporate actions and the exercise of rights by the holders of securities. By way of example, Estonia has launched a blockchain-based system for shareholder voting on its securities market, the OMX Tallinn Stock Exchange. Shareholder engagement is an important principle which is reflected in the Shareholder Rights Directive and the proposed amended Directive. DLT systems may better facilitate that shareholder engagement as well as compliance with the regulatory framework.
Blockchain-based securities issuances
The BBA recognises the potential for DLT in securities issuances, in particular by providing new opportunities for businesses to access finance through more cost-effective small to mid-value issuances. However, in order to enable this concept to apply cross-border, the development of common legal frameworks across jurisdictions is likely to be needed. This is particularly relevant in respect of basic legal issues, for example, whether a virtual 'token' representing a real-world asset can constitute ownership in the traditional sense (as referred to in our opening comments above regarding ownership and property law).
Other areas
There are a number of other areas where DLT may bring benefits, which are worth noting briefly:
· Valuations, market data and capital calculations.
· Asset tokenisation (i.e. digitisation of asset ownership and transferability and the avoidance of double-spend) and reduction of intermediaries (depending on how the DLT protocol is implemented).
· Synchronised automation: ESMA correctly identifies the use of smart contracts for corporate action management, but equally they can be used for general lifecycle management of financial products, including confirmation, cashflow generation, cashflow verification, payment and event management.
· Record keeping and reporting: while identified as separate benefits, their combined benefit should not be understated. Today institutions have utilities that provide a golden store of records; however, these are not always the same as the repository that regulators use for reporting.  By creating a single record that is used for both 'gold record' purposes and regulatory reporting, a better and more efficient operational model may be achieved.  
· Improved funding process by having certainty around upcoming payments (through consensus on, and immutability of, the shared ledger), treasury departments can make more efficient use of cash;
· Standardisation: DLT provides a means of standardising securities processing and the recording of data;
· Reduced Nostro breaks through having agent banks on the network, making payments based on the ledger data.
· The development of efficient mechanisms to implement certain regulations, including reporting processes and settlement discipline measures.
Development of a new common market
Again, the BBA agrees with the list of possible DLT benefits outlined by ESMA, but would emphasise that the realisation of some benefits is premised upon widespread adoption in the securities sector. It is fundamental therefore that a common market evolve to support the development, and eventual maturing of uses and applications enabled by DLT. The BBA notes that components that would support the development of, and efficiency within, such a common market include:
· A mechanism for the transfer of value between market participants (i.e. a payment system), as different DLT-based applications need to connect to an interoperable settlement framework to achieve settlement finality;
· A mechanism for handling digital identity:  DLT could enable 'golden records' of verifications performed by trusted actors of system participants (for example, an individual client), upon which a degree of reliance could be placed by other system participants (for example, a new lender or service provider) to help either to streamline or to obviate additional identity checks.
The BBA envisages wide scope for regulatory and central bank involvement in the establishment of a DLT common market to ensure that any new market infrastructure meets both legal and regulatory requirements. The recording of all relevant trades using DLT, with regulators having access via their own node, has the potential for trade data to be available almost real-time, which may significantly enhance the performance of regulatory duties.
<ESMA_QUESTION_DLT_2>

How would the benefits of the technology be affected, in the case where the DLT is not applied across the entire lifecycle of securities (i.e., issuance, trading, clearing and settlement, safekeeping of assets and record of ownership) but rather to some activities only?

<ESMA_QUESTION_DLT_3>
In some cases, benefits may still be realised even if only a portion of the lifecycle utilises DLT. Operational processes normally operate in silos in large firms, so it is possible that benefits can be realised from replacing some of these silos. For instance, a single record of a trade that is shared by counterparties and that represents their agreed payment schedule may bring benefits through reduced reconciliation, reduced nostro breaks, reduced collateral requirements and improved cash management. However, the full benefits might only be realised where a DLT is utilised throughout the securities lifecycle and across all related processes.
The BBA also notes that a gradual or incomplete adoption may pose significant technical challenges. One of these challenges arises from the need to standardise market reference data across multiple varying processes and between different counterparties. 
There are also potential issues with the integration of DLT into existing legacy flows. Existing attempts at the integration of such systems have tended to be standalone, but wider implementation may mean high costs, particularly if legacy systems are to be maintained alongside new DLT platforms. Thus much of the savings gain described earlier may be lost or at least not realised for the transitional period.
Another potential issue is that the benefit of the immutability of records maintained on the DLT and other key benefits may be undermined if there is external reliance on other systems in related processes.  
Additionally, the BBA notes that an uneven adoption of DLT systems could in fact achieve the opposite effect from that predicted, leading to increased costs and regulatory arbitrage, particularly if different regulatory frameworks apply to different parts of the product lifecycle. This, again, highlights the need for a harmonised international approach to the use of DLT.
<ESMA_QUESTION_DLT_3>
Which activities (e.g., post-trading, other activities), market segments and types of assets in the securities markets are likely to be impacted the most by the DLT in your opinion? How is the DLT likely to modify the way securities markets operate? Please explain.

<ESMA_QUESTION_DLT_4>
The BBA notes that DLT systems are being considered primarily, but not exclusively, in the context of post-trade clearing and settlement and the automation of back office functions, such as corporate actions. Alongside the aforementioned benefit of reducing reconciliation times, a further advantage in this context could be the reduction of liquidity risk and the cost of liquidity, which could have a positive effect on the balance sheets of major institutions. 
Where T0 settlement is implemented where there may be a knock-on impact for stock loans, short-selling and netting as well as loan syndications and niche activities such as corporate bond issuances.
<ESMA_QUESTION_DLT_4>
According to which timeframe, is the DLT likely to be applied to securities markets in your view? Please distinguish by type of activities, market segments and assets if relevant.

<ESMA_QUESTION_DLT_5>
Broadly, the BBA considers that any impact of DLT and its implementation in securities markets with established infrastructure is expected to take place on a timescale of 5-10 years and any cross-border implementation will likely take place in a longer timeframe. There is however some scope for internal institutional implementation within a 2-5 year timeframe. The BBA notes these timeframes are dependent on the solving of inherent problems (such as those referenced throughout this response). Consortia of institutions working together on common standards and protocols for DLT systems are one way in which the issue of consensus might be addressed over the identified timescales.
<ESMA_QUESTION_DLT_5>

How might your organisation benefit from the introduction of the DLT?

<ESMA_QUESTION_DLT_6>
The BBA and its members see benefits in both costs and risk reduction through the use of DLTs, as well as potential for the streamlining of both customer facing and internal systems (such as regulatory reporting, book keeping and position keeping). Due to the relatively new nature of the technology in the market, the BBA also sees business opportunities for institutions in pioneering developments in the DLT field.
<ESMA_QUESTION_DLT_6>
If you are working on a concrete application of the DLT to securities markets please describe it (i.e., which activities, which market segments, which type of assets and for which expected benefits) and explain where you stand in terms of practical achievements in relation to your objectives.

<ESMA_QUESTION_DLT_7>
While the BBA is aware of a number of applications in development, it is not in a position to comment directly on its members' activities.
<ESMA_QUESTION_DLT_7>
Do you agree with the analysis of the potential challenges? Please explain, e.g., are some more important than others, are some irrelevant in your view.

<ESMA_QUESTION_DLT_8>
Set out below is the BBA's initial analysis on the potential challenges of DLT:
Clearing and settlement
The BBA notes that this process, by definition, requires multiple parties transacting on a single common network. As such, challenges such as interoperability and standardisation identified throughout this response must be resolved.
Costs
The BBA notes that while the level of investment required to replace existing IT systems with DLT may deter adoption. Approaches to adopt the technology alongside legacy systems are being actively discussed by members.
Scalability
DLT solutions have the potential to be more scalable at a lower cost than current infrastructure. However, DLT solutions must first demonstrate that they have the capacity to handle large volumes of time-critical transactions across multiple institutions and jurisdictions. The BBA acknowledges that since the emergence of Bitcoin significant steps have been made by other market entrants to improve on Bitcoin's current transaction processing capacity. The BBA notes that a distributed ledger run by such market entrants could further provide a viable alternative for a national level payments network, eclipsing the transaction processing volumes of current payment scheme operators.
As such, the BBA believes that research and testing needs to be carried out to assess the various available implementations of DLT and their validation methods and that testing will ultimately need to be conducted in production-like conditions in order to assess robustness in exceptional scenarios and in times of stress. it is anticipated that improvements and innovation in scalability will in future support more commercial deployments of DLT and a move away from proof-of-concepts and controlled experimental deployments. 
Realisation of benefits
Possible cost reductions (and/or efficiency gains) arising from the elimination, simplification or other reform of existing processes within the securities industry (for example, to settlement and clearing processes) achieved by DLT may not be realised at all levels to the same extent. Some of the benefits realised at an intermediary institutional level may not necessarily result in a direct reduction in end-user customer costs. There are also the potential new benefits, such as the introduction of new asset classes enabled through DLT that were previously unavailable.  
Interoperability
In the BBA's view, while operating costs of DLT systems are likely to be lower than existing systems, the issue of how DLT systems interact with legacy systems as well as other DLT systems using differing platforms has yet to be fully explored. Migration of all outstanding security issuances to a distributed ledger is thought to be challenging. However, an interim dual system with transactions being settled both in traditional and DLT systems by their current operations appears more feasible (a 'step-wise' scenario). If connecting a DLT to an existing system (e.g. SWIFT), interoperability may be reasonably straightforward through the deployment of an application programming interface (API).
Additionally, interoperability is also relevant where multiple blockchains are being used. The task of connecting two blockchains built using the same underlying protocol (e.g. Ethereum and Ethereum Classic) may be similarly straightforward to solve. A more complex issue is the task of connecting different blockchains built using different underlying protocols into a seamless, interoperable network. Common standards could be considered to support the interoperability of different DLT networks in financial markets, in order to avoid manual cross-system reconciliations.
The BBA appreciates that a responsible approach towards incorporating DLT into existing technology is appropriate, as firms may not be able to afford to reinvent infrastructure or take risks on new technology until proven. However, governmental and regulatory support of the use of this technology is likely to further its adoption. The BBA would also note that that a bifurcated DLT/legacy market could contribute to price distortion to the extent there are divergent settlement times. 
Recourse mechanism
A blockchain creates an immutable record, which does not allow for transactions to be modified, cancelled or revoked. Certain exceptions to this exist, one of which was demonstrated by the Ethereum ‘hard-fork’, which resulted in two separate chains, with Ethereum Classic remaining as the chain that maintained a continuation of the original transaction history, based on the principal of immutability. These issues may be more acute given the almost "instantaneous" nature of the DLT, and so it is important that the relevant governance framework is clear and participants understand the associated risks at the outset. Recourse issues are not unique to DLT, and legal and regulatory frameworks already exist as mechanisms to deal with recourse. 
While there may be technological solutions to issues surrounding recourse mechanisms, the BBA believes that contractual constructs (or 'smart contracts') could provide a framework for attributing the risk/liability of incorrect transactions and the respective rights of parties to a transaction. 
DVP/Central Bank Money
ESMA states that a key issue will be whether central bank money will need to be recorded on the DLT network in order to properly achieve DVP.  Whether this is the case is not clear.  There may be alternative arrangements which could nonetheless facilitate DVP.  For example, commercial banks (or Central Banks) could act as the settlement bank with the account balances of other DLT participants being represented on the DLT network ledger and on that bank's 'offline' ledger, such that transfers made on the DLT would be effected simultaneously with the 'offline' ledger. In this scenario, a method for reconciliation would be required, which raises questions of a double-spend problem (where institutions ring-fence 'offline' funds necessary for DVP once transactions are initiated). There are also implications in bankruptcy proceedings, as any cash received would be a claim on the commercial bank whose account had been debited. Pre-funded accounts for settlement in Central Bank money could be a possible solution, but this use could trap liquid assets and thereby limit the benefits of DLT in terms of collateral fluidity. 
Position netting
ESMA notes that many varieties of DLT record each transaction in sequential order on a 'gross' basis and considers that the absence of netting on the DLT could lead to an increase in the need for collateral and capital. The BBA notes, however, that there may be disagreement that this is the natural conclusion. There are at least three scenarios to consider here:
· Netting can be achieved on a DLT – “On-Chain” mechanisms (i.e. functionality embedded into the blockchain) are able to transpose the gross level information into a net movement. Certainty of cash flows means that you could have a daily "lock down" process that nets all cash flows to be exchanged on a given value date to be locked and then it becomes a case of merely funding accounts for the currency and amount required. Thus we disagree with ESMA’s assertion that the absence of netting could increase the need for collateral and capital for cleared financial derivatives. Furthermore, on-chain mechanisms may also be possible across coupon and margin payments for both cash and securities, which are operationally distinct processes currently. 
· Netting is not necessary – Netting is currently desirable due to the cost and complexity of settlement processes. If those are simplified then settling gross volumes might not be the problem that it currently is. Similarly, netting to reduce counterparty exposure might not be an issue if the method of settlement reduces counterparty exposure.
· Netting is not necessary on a DLT – The absence of netting on the DLT itself would not necessarily mean that a net exposure cannot be calculated between counterparties using the records of the 'gross' transactions as valued on a mark-to-market basis. The BBA believes that there would need to be a legal basis for the netting (for example, under an ISDA contract between the counterparties).
Trading on margin/short-selling
ESMA notes that possession of assets is a prerequisite for transacting in a DLT network. The BBA disagrees that this is necessarily the case and believes it is important to determine whether the DLT network is a record of transactions or a record of ownership (i.e. post-settlement), or both. The BBA can envisage arrangements permitting participants to trade where, at the time of the transaction, the participants do not possess the relevant assets. This might be achieved, for example, through retaining a T+X settlement period whereby a transaction recorded on the DLT will not be "perfected" (and the purchaser not legally entitled to the asset) unless and until on T+X the seller receives/obtains the relevant asset and thus the transaction and title is perfected (provided this is permitted in the particular DLT network).  If the DLT network is not intended as a record of title, then transactions resulting in a negative balance (or exposure) could well be recorded on the DLT. 
It should also be noted that, generally speaking, margin finance exists because of the need for margin. However, if spot transactions move to DLT, then the underlying requirement for collateral/margin could diminish because exchange is nearly instantaneous. DLT would not restrict access to collateral; rather, there would likely be less of a need for it (note though, the same may not be true for forward contracts or derivatives). Furthermore, for solutions that require access to inventory (for example collateral, short covering, or syndicated loans) it is not clear that DLT would impede the ability to build, maintain or access inventory.  In fact, it should be noted that DLT could also be used to build and maintain central inventory. Alternatively, DLT could act as a record of title by recording where the title detail exists, rather than recording the ‘entire’ record of title.
Governance
The BBA agrees that the governance framework and legal architecture of the DLT network will be vital and will need to address a number of legal, operational, risk and regulatory issues. In this regard, the BCBS-IOSCO Principles for Financial Market Infrastructures are likely to provide a useful international framework for the formulation of such architecture, although adaptation may be required to accommodate the distributed nature of the DLT network (rather than in a typical FMI construct where a market infrastructure is a separate, single legal entity).
The BBA notes that a permission-based system requires rules to approve/reject authorised participants. Such rules may include minimum capital requirements, conduct of business rules and risk management processes. Rules to govern interaction between participants, both 'permissioned' and 'non-permissioned' will also be necessary, such as the liabilities of respective participants, penalties in case of infringements, the IP attached to the technology and the territoriality of the law. 
ESMA has alluded to the need for a suitable remuneration model and the BBA notes that there are important considerations in this regard, such as the rules on inducements and payments for order flow under MiFID/MiFID2. Other rules, which do not necessarily directly relate to trading, clearing and settlement of financial instruments, may also be relevant to DLTs insofar as they identify areas of regulatory focus. These include the rules on multilateral interchange fees in the new MIF Regulation, rules on payment system access in the revised Payment Services Directive (PSD2) and, more generally, antitrust and competition considerations.
Finally, the BBA would stress that there needs to be clarity on the entity or group of entities that would be held liable for the activities of the network vis-à-vis third parties (including regulators). This may require an entity (possibly a CSD, although a CSD may be incongruous in a DLT model, due to their inherently 'centralised' nature) to assume management, trust and governance of the DLT record; or alternatively a decentralised model may be considered satisfactory. 
Security
The BBA acknowledges that cyber risks are already present in existing market infrastructures and that blockchain (to date) has a strong cyber-security record, and so DLT should not be unfairly discriminated against on the basis of security concerns.
However, as has been noted in the response to previous questions, the security of DLT has generally yet to be tested, but it is possible that if a single or multiple DLT provider were to suffer technological fault, hacking or default, the consequences could be severe. As such, it is critical that market participants understand the risks, and appropriate controls and standards for using DLT as market infrastructure (for example to ensure appropriate cyber-protections are place with strong encryption and cryptography protecting data). The BBA advocates the continual assessment, testing and innovation of cyber-defence mechanisms on an industry-wide scale. 
Privacy
Issues that arise in respect of privacy are dependent on a number of factors, including the nature of the data stored and processed, the location of such storage and processing, the method of storage, arrangements in place between those in possession of the data and how accessible the data is and to whom. There is a clear jurisdictional overlay to these considerations, which means potentially differing legal and regulatory frameworks governing the data privacy aspects of any cross-border DLT network. Data sharding techniques can help to deal with such issues, which allow for a minimal amount of required transactional data to be held at each node (to reduce storage requirements and increase transactional speed), rather than the full history of the entire ledger for the DLT in question. 
The existing European data privacy framework has not been constructed with a distributed model in mind (and, to some extent, is predicated on exactly the opposite model). This means that there are aspects of the EU data privacy framework which are challenging for certain developments in DLT. The BBA identifies in particular:
· Data privacy laws tend to allocate responsibility according to control rather than knowledge and are quick to identify data as "personal" and therefore subject to regulation, despite technical measures to protect the identities of data subjects. Consequently, DLT networks are likely to be seen as distributing personal data across a wide range of participants, subjecting the network to multiple differing data privacy laws, raising legitimacy/fairness issues and running up against international data transfer restrictions. In some jurisdictions, there is scope that this might be resolved through an "informed consent" process from users.  The BBA considers it important not to impose rules on the DLT design space, as this will discourage the exploration of technical solutions for how data can be managed.
· Data privacy laws are hostile to the idea of indefinite retention of personal data, which runs contrary to a fundamental aspect (the indelible record) of DLT systems. Technical solutions may need to be found to address this "right to be forgotten" where personal data is to be stored.
· There is an increasing tension between data privacy law and governmental rights of access to data, particularly in cross-border networks (see, for example, the Schrems case and the demise of the US 'safe harbour'). As noted above, DLT networks may well expose participants' data to the data privacy laws of many countries. The possibility of governmental access in many jurisdictions where the law is somewhat different from the data owner's home state may require legal solutions which even very clear consents may not always overcome.
· Subject access (and other data subject) rights pose a particular challenge where data is distributed and system participants may not be able to identify the underlying data subjects. This is one respect in which the GDPR will assist, by making clear that a participant need not respond to a subject access or similar request if it cannot identify the subjects of the data that it holds. Under current data protection laws the position is less clear.
· The application of existing privacy and data protection laws in the DLT environment will require further consideration. For example, the application of EU data protection law (and the national law regimes of EU member states derived from EU law) will depend on, among other things, identifying what constitutes personal data and who is/are data controllers as against data processors.
The BBA would emphasise, however, that despite the above challenges, DLT systems do not necessitate a 'public' network and so privacy may be an issue that is more easily overcome. Likewise, through the use of public/private key cryptographic techniques, access to data on the DLT could be granted or obfuscated depending on the user (i.e. so that only the relevant parties to a particular transaction would have full visibility to the relevant transactional data while other users would only see an obfuscated or masked version). In addition, data shading techniques could allow for a minimal amount of required transactional data to be held at each node (to reduce storage requirements and increase transactional speed), rather than the full history of the entire ledger for the DLT in question.
Regulatory and legal issues
The BBA agrees that a key challenge for the use of DLT is to:
· determine how the existing regulatory framework may apply to activities that leverage DLT;
· identify those areas of the existing regulatory framework which might act as a barrier to the use of DLT; and
· determine whether there are technological or other solutions to those barriers or whether they need to be overcome in other ways (for example, through legislative change).
That said, however, the BBA considers that DLTs may in fact eliminate some of these potential issues due to the nature of their design, possibly entailing a simpler infrastructure. It is therefore not yet clear whether existing regulations need to be adapted, new regulations created, a combination of both or no action is required at all. 
A key legal consideration is the corporate, property and securities law analyses of the issuance, transfer, clearing and settlement of securities and financial instruments within a multi-jurisdictional DLT network. This gives rise to a number of questions which will be important for any DLT network to answer, including:
· the characterisation of the asset which is issued in the DLT network (and the legal consequences which flow from that – such as the ability to transfer ownership and how, the treatment for tax purposes),
· determining which jurisdiction's (or jurisdictions') laws govern the ownership of the financial instrument,
· whether and where there are 'accounts', and what rights may be granted over those accounts.
These considerations are highly fact-dependent and may be further complicated by other factors (for example, regarding the question of location of an account, how is this affected where a participant hosts their DLT node in a cloud located in another jurisdiction). Such considerations are difficult to address in the abstract; however, the BBA would emphasise that these issues are some of the most critical and difficult structural challenges that the use of DLT networks in the context of securities trading, clearing and settlement will face.
The BBA notes that at a European level, at least, the Commission has for many years been considering European securities law legislation and the need for a harmonised framework, but as yet there has been no consensus amongst Member States on some key aspects, such as the appropriate conflict of laws approach (see http://ec.europa.eu/finance/financial-markets/docs/securities-law/130524_minutes_en.pdf). The property law (and related conflicts of law) questions become more acute in a distributed network arrangement such as DLT. The BBA encourages dialogue on securities law at an EU level to be continued, noting that DLT networks may not be EU-limited and so a global approach to implementation and regulation is required.
<ESMA_QUESTION_DLT_8>
Do you see any other potential challenges? If yes, please explain.

<ESMA_QUESTION_DLT_9>
The BBA has identified a number of other potential challenges:
Security
As has been noted throughout this response, security is a key issue. While DLT networks provide enhanced data integrity through their distributed structure, they also rely heavily on encryption and the protection of keys to secure their participants' data and to ensure that fraudulent transactions cannot be perpetrated. Participants may take steps, through due diligence, contract and audit to ensure that other participants will keep their systems secure, but cannot rely on their security measures in the way that they might (at least in a qualified way) have done so if the system was kept in-house or with a single trusted service provider. 
Optimisation and cooperation
Linked to the issue of interoperability, the BBA appreciates varying approaches to whether it is best to rebuild existing infrastructure around DLTs (e.g. incorporate aspects of DLT into T2S), or take advantage of the technology to the fullest extent possible. The BBA notes that there is a potential risk in simply rebuilding existing systems and processes and assuming that such legacy systems are more efficient by virtue of the DLT implementation, but failing to eliminate, and thus embedding, legacy inefficiencies. 
The BBA agrees that the successful mainstream deployment of DLT will require industry-wide consensus on participation in the DLT and a clear business case and set of rules for all parties involved. Implementation will also require significant levels of cooperation from the regulatory authorities at a global level and the industry is keen to work collaboratively with the authorities in order to achieve this.
Divergent regulatory regimes
Divergent regulatory approaches to DLT in different jurisdictions may hinder the adoption of DLT in an optimally beneficial way. To this extent, and as stated elsewhere in this response, we would urge regulatory cooperation and international harmonisation to enable an effective and facilitative DLT framework. There is perhaps a role for CPSS-IOSCO to set overall standards, in view of its work on the PFMIs.
Tax
Another key consideration would be the application of each relevant jurisdiction's tax rules to the application of the DLT to securities markets (including giving consideration as to whether the DLT could affect the way in which taxes are collected). For example, where tax is imposed on written instruments or the scope of tax is determined on the basis of where execution takes place (some transfer taxes operate in this way), issues could arise.
<ESMA_QUESTION_DLT_9>
Which solutions do you envisage for these challenges and where do the current initiatives stand in terms of practical achievements to overcome them?

<ESMA_QUESTION_DLT_10>
The BBA understands that currently some banks are looking primarily at integrating positive elements of blockchain into their internal systems, while watching market developments and running small-scale experimentation with DLT systems. Others are generally enthusiastic about experimenting with DLT, on the basis that it will decrease complexity overall, but have not necessarily done so themselves.  The development and deployment of DLT is at an early stage and the solutions to these challenges are still being considered.
<ESMA_QUESTION_DLT_10>
Do you agree with the analysis of the key risks? Please explain, e.g., are some risks more important than others, are some irrelevant in your view.

<ESMA_QUESTION_DLT_11>
The BBA has provided analysis on certain of the key risks:
Operational risks 
Automation and straight-through-processing (subject to appropriate systems and controls and oversight) should result in more resilient and robust systems which are not as prone to reconciliation breaks and human error. As a regulatory matter, financial institutions already have extensive obligations to ensure that they have appropriate systems and controls in place with respect to the operation of their business; these obligations would be equally applicable in the context of using a DLT network for clearing and settlement activities, AML/KYC functions, transaction reporting etc.
The concept of operating without a central authority is however somewhat unchartered territory for potential operators; careful thought and design will be required to produce the appropriate market responsibility. Particular challenges in respect of this may include dispute resolution controls and the modification and release of software, ensuring timely adoption across the user base.
In relation to smart contracts, operational risks potentially give rise to additional legal considerations. ESMA notes, for example, that an erroneous encoding might lead to the contract not performing as intended, which could have a potentially serious impact. If the incorrect coding is systemic, this could have far-reaching and highly-automated consequences. The BBA believes that adequate controls on this would therefore need to be considered. Smart contracts can also rely on external sources of reference data as a trigger for the "operationalised" contractual terms, meaning that certain actions are automatically taken when pre-defined events occur (e.g. a margin call is made when the credit rating of a CDS reference entity is downgraded). A question which would need to be determined is the liability apportionment in the event such data sources cease to be available, are erroneous or even manipulated, and further would the transaction be terminated in such a scenario. These risks could be mitigated through the contractual framework and extensive testing. Smart contracts with a minimal amount of executable code, using a standardised, controlled source based on blockchain, may also mitigate some of these risks.
Market volatility, interconnectedness and new pockets of risk
BBA notes that ESMA's views on the potential risks in this section are an identification of what risks there may potentially be, as opposed to evidence-based observation, which is necessary at this stage in the development of DLT applications. The BBA broadly agrees ESMA’s observations, noting that many of the issues identified are risks which exist under current infrastructures and systems and should not prejudice further exploration of DLT.
Cyber risks
The stated risks regarding cyber could have significant effects upon DLT’s employment. For example, it is possible that liability concerns arising from a cyber-attack could deter vendors from taking on the risk of providing relevant services, regardless of resource capabilities. However, having said this, the following should be noted:
· Cyber hacks – the stated risk concerning gaining access to all information on the ledger will depend on how the ledger is implemented.  In a privacy-preserving model, where participants only have access to the trades that they are party to, a breach of one, participant's node(s) does not automatically equate to access to all other participants' data.  The impact is certainly limited and is arguably no different from a cyber-attack that takes place in a non-DLT environment.
· Cracking encryption techniques – the risk of 'cracking' (i.e. retrieving the original plaintext from the hash) of the industry standard cryptographic encryption algorithms is extremely low, although in time it may be possible. This, however, would be addressed universally by the cyber security industry (given the widespread use of these hash algorithms in everyday computing) and is not a problem limited to DLT.
Money Laundering
Many DLT implementations within financial services maybe of permission-based nature that would require participants to identify themselves explicitly and to pass not only network security checks, but also permissions/entitlement level checks to perform actions on the network.  All transactions would be signed by the transacting party and signatures validated by the counterparty, which means that transacting need not be anonymous and could ultimately be subject to adequate AML controls.
Fair competition
The BBA notes that if private, 'permissioned' DLT systems are created with equivalence to those more 'public' systems being developed by consortia, the potential arises for monopolistic or cartel activity. Linked to this risk is the requirement for close monitoring of algorithm development and functionality in order to prevent anti-competitive behaviours and rules being 'hidden' within the functioning of a given DLT system.
However, more generally we consider it unlikely that the deployment of DLT could raise fair competition issues for at least two reasons: (i) potential benefits of DLT, such as simplified contracts and operating models, as well as lower transaction costs, could reduce barriers to entry for new competitors seeking to enter the market; and (ii) regarding post-trade activities, economies of scale are achieved when all the participants have the same best practice standards and operating model.
Governance regarding “lost keys”
The stated risk is correct in the absence of a sufficiently robust governance framework, as ESMA notes. However, as per comments elsewhere in our response, the industry understands the fundamental importance and need for robust governance standards prior to implementation of DLT frameworks. Such governance frameworks, therefore, may protect against the risk of lost or stolen keys.
Migration to a new environment
We agree that this is a key problem for DLT, including market access during the migration and issues whereby, for example, the same contracts are being held on two different systems/processes.
<ESMA_QUESTION_DLT_11>
Do you see any other potential risks? Please explain.

<ESMA_QUESTION_DLT_12>
The BBA has identified a number of other potential risks:
Systemic Risk 
The BBA identifies that, despite having multiple shared copies of the same database, if a DLT system were attacked, it could have systemically far-reaching risk implications, especially if incorporated into the current T2S European securities settlement system. However, the BBA also appreciates that the current fragmented approach arguably presents more of a systemic risk. 
To address systemic risk in respect of DLTs, more work is required to allow for partial or complete data protection on the ledger through the use of encryption and selective distribution. This is because with no central infrastructure, service availability will depend on participant infrastructure meeting and maintaining pre-defined availability and software levels.
Interoperability
The BBA notes that ESMA does not explicitly cover interoperability and assumes a single DLT system used by all market participants, which is both far from certain and likely unworkable in practice. If there are several competing DLT systems, each with differing technical standards, then the ability of market participants (including institutions, customers and end-clients) to move between the systems may be limited, creating a 'walled garden' effect and restricting choice. This could also dilute many of the benefits identified by ESMA in Section 3 of the DP. If a number of DLT providers emerge, it is crucial that these systems can co-exist and interact and that one DLT network can refer to information on another DLT network. Standardisation in the development of DLT is essential in order to ensure various DLT networks are interoperable and the information stored is aligned to market standards and practices.
Tax
In addition to considering risks relating to fraud and money laundering, consideration should be given to tax avoidance/evasion and compliance with tax reporting regimes (including international tax reporting regimes such as FATCA, CRS and CDOT). Whether potential issues could arise here will depend on how DLT is implemented in this context but in particular the BBA notes that if there are opportunities to facilitate anonymity, this is likely to be a concern to tax authorities.
<ESMA_QUESTION_DLT_12>
How could these risks be addressed? Please explain by providing concrete examples, especially for the risks potentially affecting your organisation.

<ESMA_QUESTION_DLT_13>
The BBA believes that, as with all technology deployment, risk is a factor. However, as DLT systems mature, such risks may be addressed through natural attrition. Users of such systems should provide continuous feedback to vendors and suppliers to assist them with identifying and addressing potential risks. The BBA identifies the quality of the code underlying the DLT system as a key risk. Similarly, where issues arise, businesses should make sure such issues are documented and analysed for future prevention, noting any specific impacts on specific products. The BBA is of the view that participants in the DLT network may need to comply with minimum software standards and updates in order to mitigate certain technology risks.
<ESMA_QUESTION_DLT_13>
Do you think that the DLT will be used for one of the scenarios above? If yes, which one(s)? If no, please explain?

<ESMA_QUESTION_DLT_14>
When generally considering whether DLT may be used for the outlined scenarios, it is important to distinguish between the concept of a DLT network and a CCP:
· A DLT network is at its heart a technological platform performing certain functions (some of which may be clearing-related) using distributed ledger technology,
· While a CCP is a legal person that interposes itself between counterparties, assuming counterparty risk.
With this in mind, we are of the view that a CCP may utilise DLT to perform certain functions, rather than the DLT being a CCP itself. It is possible that certain functions traditionally performed by a CCP (such as trade capture/novation, exposure management, margining, reporting, and netting) can be optimised using DLT technology, but that does not make the DLT network itself a CCP – both concepts are and remain fundamentally different. 
In addition, while a CCP is by definition a Central Counterparty aggregating transactions and keeping a central (risk/transaction) ledger, distributed ledgers rely on a shared network not necessarily owned or controlled by a single party. 
In this light, the question then becomes whether DLT technology could provide a viable alternative to current systems used by CCPs to perform their functions in line with EMIR.
We agree with ESMA (under section 3) that there may be over time a reduced need (or no need at all) for CCPs to stand between buyers and sellers for spot transactions, provided:
· Other impediments to reduce settlement cycles are also removed,
· DLT system performance can cope with high volumes/short latency, and
· Netting functionality is made available.
For term transactions or derivatives, we agree with ESMA there is likely to be a continuing need for CCPs to stand between buyers and sellers.  Having said this, functions like trade reconciliation, exposure management and margining might also benefit from enhanced DLT functionality.
Furthermore, it could be envisaged that CCPs become participants in a distributed ledger network, e.g. for settlement or collateral management. See questions below for further information.
<ESMA_QUESTION_DLT_14>
If the DLT is used for one of these scenarios, how compliance with the regulatory requirements attached to each scenario could be ensured?

<ESMA_QUESTION_DLT_15>
Speaking generally, it is important to reiterate our general assumption that a CCP will utilise DLT, rather than DLT assuming the role of a CCP itself. If a CCP uses DLT to perform a function regulated by EMIR, then it is the CCP that must ensure compliance with EMIR. For example, if a CCP is using DLT to perform the function of clearing under EMIR, it is still the CCP that must ensure compliance with EMIR.
In light of this, one might ask if there is anything inherent within DLT that would pose a challenge for a CCP’s under EMIR. Here, however, the full answer depends on the specifics of the relevant regulation and, more importantly, a number of variables concerning the features of the DLT deployment. Notwithstanding, in certain cases, it is clear that DLT will not compromise compliance with a regulation. However, it cannot currently be said that this is the case for all eventual forms of DLT and all relevant regulations (in part, due to the variables referenced above). In such cases, we would urge policymakers to remain open to the idea that existing regulations might need to be adapted as the current regulatory framework has not been created with DLT in mind.
With regards to the specific scenarios envisaged by ESMA, the following is worth noting:
Scenario 1.1 
To the extent that clearing of OTC derivatives were to take place within a DLT network, a CCP would likely need to be a participant. As ESMA notes, this could be an existing CCP or a newly-established CCP for this purpose.  
Scenario 1.2 
EMIR risk mitigation obligations which apply in respect of uncleared OTC derivatives, in broad terms, require: (1) timely confirmation of transactions, (2) agreed portfolio reconciliation and dispute resolution processes, and (3) portfolio compression and bilateral margining. A DLT network does not prohibit compliance with any of these regulatory obligations and, in many ways, may be able to facilitate compliance. Whether a counterparty has adhered to the ISDA protocol on portfolio reconciliation and dispute resolution, for example, could be a data item included either in the DLT itself or could be a condition of participation or could be a condition precedent for transactions which an EU financial counterparty enters into. Similarly, for portfolio compression, if the compression services provider were to participate in the DLT, the compression process could be executed more efficiently and/or frequently (even potentially in real-time). 
However, the BBA disagrees that the use of DLT in the context of derivative clearing would necessarily need to develop in a way which allowed counterparties to comply with the EMIR risk mitigation obligations. The DLT would only need to be developed in a way which did not prevent compliance and, as noted above, may be developed in a way which facilitates or enhances compliance with such obligations.
Scenario 2 
To the extent clearing of exchange traded derivatives were to take place within the DLT network, a CCP would likely need to be a participant.
<ESMA_QUESTION_DLT_15>
Do you think that the DLT will be used for one of the scenarios above? If yes, which one(s)? If no, please explain?

<ESMA_QUESTION_DLT_16>
Similar to the comment made under Q 14 for CCPs, and when generally considering whether DLT may be used for the outlined scenarios, it is important to distinguish between the concept of a DLT network and CSD/SSS:
· A DLT is at its heart a technological platform performing certain functions (some of which may be clearing related) using distributed ledger technology,
· While a CSD is a legal person which provides a number of core and ancillary services described in CSDR.
With this in mind, at least initially, we are of the view that a CSD/SSS may utilise DLT to perform certain functions, rather than the DLT being a CSD/SSS itself. It is possible that certain functions traditionally performed by a CSD (such as the performance of settlement services, asset servicing, tax, reporting, collateral management, and securities lending) can be optimised using DLT technology, but that does not make the DLT network itself a CSD: both concepts are and remain fundamentally different. 
In addition, while a CSD is by definition a Central Securities Depository performing central notary, safekeeping and settlement services, distributed ledgers rely on a shared network not owned or controlled by a single party. There is also the issue of how DVP settlement will be performed, and the link to central bank money (reference to Q8).
In this perspective, the question therefore becomes whether there are certain functions currently performed by CSDs and other intermediaries that can be optimised using DLT technology. For example, DLT technology could provide opportunities to:
· Provide a platform to settle and safekeep assets which cannot (easily) be held in a CSD (i.e. non-transferable securities).
· Optimise certain processes such as real time settlement, automation of corporate action flows (using smart contracts or other means), optimising transfer agency processes, providing greater shareholder transparency etc.
· Comply with certain (regulatory or other) reporting requirements which cannot be easily addressed otherwise (see also Q 20).
<ESMA_QUESTION_DLT_16>
If the DLT is used for one of these scenarios, how could compliance with the regulatory requirements attached to each scenario be ensured?

<ESMA_QUESTION_DLT_17>
Speaking generally, it is important to reiterate our general assumption that a CSD/SSS will utilise DLT, rather than DLT assuming the role of a CSD/SSS itself. If a CSD/SSS uses DLT to perform a function regulated by CSDR, then it is the CSD/SSS that must ensure compliance with CSDR. For example, if a CSD/SSS is using DLT to perform certain functions under CSDR, it is still the CSD/SSS that must ensure compliance with CSDR.
In light of this, one might ask if there is anything inherent within DLT that would pose a challenge for compliance with CSDR. Here, however, the full answer depends on a number of variables concerning the features of the DLT deployment. Nothwithstanding this, in certain cases, it is clear that DLT will not compromise compliance with a regulation. For example, CSDR mandates settlement “no later than T+2”. If a CSD utilises DLT with T+0 settlement, this characteristic of the DLT framework does not compromise the CSD’s compliance with CSDR. However, it cannot currently be said that this is the case for all eventual forms of DLT and all relevant regulations (in part, due to the open questions referenced above). In such cases, we would urge policymakers to remain open to the idea that existing regulations might need to be adapted as the current regulatory framework has not been created with DLT in mind.
Furthermore, many aspects of the CSDR are unclear and the BBA welcomes any clarification from ESMA on its interpretation of CSDR. For example, in relation to the obligation to record securities transferred following a financial collateral arrangement in book-entry form, there is no indication of whose obligation this is. If it is the transferor or the transferee, how they would achieve this without the cooperation of the issuer is unclear; however, if it is the issuer, how the issuer would know whether its securities had been transferred under a financial collateral arrangement is unclear. Putting aside these difficulties, one of the key principles of CSDR is to achieve full dematerialisation of exchange-traded securities by requiring such securities to be represented in book-entry form at a CSD.  
With regards to the specific scenarios envisaged by ESMA, the following is worth noting:
Scenario 1 
As CSDR currently stands, the BBA agrees that where transactions are settled on the DLT network and the network is not designated as a securities settlement system, the network would not qualify as a CSD (although, as CSDR is currently drafted, there are difficulties in classifying a DLT network as a CSD in any event since a CSD is defined as "a legal person" – see below).
Scenario 1.1
To the extent that the settlement of transactions not subject to CSDR takes place on a DLT network, the obligations of CSDR would not be relevant.
Scenario 1.2
A key question here is whether a DLT network would qualify as a settlement internaliser. This is defined in CSDR as "any institution…which executes transfer orders on behalf of clients or on its own account other than through a securities settlement system". In turn, "transfer order" is defined in SFD as "any instruction by a participant to place at the disposal of a recipient an amount of money by means of a book entry on the accounts of a credit institution, a central bank or a settlement agent, or any instruction which results in the assumption or discharge of a payment obligation as defined by the rules of the system, or an instruction by a participant to transfer the title to, or interest in, a security or securities by means of a book entry on a register, or otherwise". 
As such there is a question as to whether a DLT network would itself be the settlement internaliser, or whether this would be the participants, or whether the settlement internaliser regime would apply at all as currently drafted – which also depends on account structure. In respect of this (and Paragraph 98 of the discussion paper), where a custody bank that acts as a node in the DLT network opens the DLT network account at the CSD, that custody bank is presumably the settlement internaliser. Where all participants open accounts at the CSD, it is not clear how "settlement" would be taking place outside the CSD since transfers would ultimately need to be reflected at the CSD level. The BBA recommends further discussion with ESMA may be helpful in respect of settlement internalisation.
Scenario 2
It seems clear that, as currently drafted, a DLT network would struggle to qualify as a CSD as it is not "a legal person" and similarly a DLT network may struggle to meet the necessary CSDR requirements for CSDs.  
<ESMA_QUESTION_DLT_17>
Do you think that the DLT will be used for safekeeping and record-keeping purposes? Please explain, with concrete examples where appropriate.

<ESMA_QUESTION_DLT_18>
The BBA notes that institutions may seek to utilise DLT internally for accounting purposes, but that any sort of global or market registry would be a far more difficult, longer term undertaking. However, several major custody banks are moving toward the development and deployment of DLT and blockchain-based systems for safekeeping purposes. Indeed, the BBA believes that custody banks stand to benefit from developments in DLTs as they are already set up to deal with faster settlement times and can adjust to a shorter clearing cycle. Long term, however, the wider deployment of DLT systems could see the traditional custody role reduced or replaced.
<ESMA_QUESTION_DLT_18>
If the DLT is used for the safekeeping and record-keeping of ownership, how could compliance with the regulatory requirements be ensured?

<ESMA_QUESTION_DLT_19>
As noted above, material company, property and securities law considerations are some of the most difficult to address and the BBA welcomes further dialogue with ESMA in this regard. Furthermore, as ESMA notes, there may be very specific national regimes applicable which may act as a barrier to full digitalisation of securities using DLT. There may, however, be technical solutions to these barriers which could be explored, such as, in relation to the German civil law requirement to create physical certificates to constitute securities, the immobilisation of physical certificates with one or more designated participants in the DLT network that could act as a quasi vault but with the resultant dematerialised, book-entry form securities being constituted on the distributed ledger. 
ESMA also notes the obligations, under, for example, AIFMD and UCITS, for investor asset ownership record-keeping to be performed by a depositary. This refers back to the consideration of what the property or "thing" on the DLT is and how it can be held. Article 21(8) of AIFMD, for example, requires a depositary to hold in custody all financial instruments that can be held in custody in a financial instruments account opened in the depositary's books. Article 21(8) does, however, provide an alternative which is that for other assets, the depositary must verify the ownership of the AIF (or the AIFM acting on behalf of the AIF) of the assets and maintain a record of those assets for which it is satisfied that the AIF (or the AIFM acting on behalf of the AIF) holds the ownership of those assets.  
The BBA notes therefore that from the perspective of the depositary, understanding the correct property law analysis is key to determining whether a depositary is able to discharge its regulatory obligations under AIFMD.
<ESMA_QUESTION_DLT_19>
Do you think that the DLT will be used for regulatory reporting purposes? Please explain, with concrete examples where appropriate.

<ESMA_QUESTION_DLT_20>
Given the relative evolution and lack of maturity of DLT, it is expected that earlier stages of roll-out will be focused on areas where DLT is used to share and communicate data, without directly processing high value payment and securities transactions. A DLT environment would enable firms to store and manipulate data efficiently on a single ledger without the need for replication/reconciliation, and can be added as part of existing solutions.  Initial pilots may run in parallel with existing processes, until user confidence is high enough to begin migrating volume.
Reporting in general and regulatory reporting could be areas where DLT technology typically may provide major benefits, provided appropriate technical standards to access source data from banks' existing ledgers can be managed and implemented. With regard to reporting:
· Recent regulations include a large number of new reporting requirements, for which there is no or inadequate current infrastructure. Instead of building solutions on legacy technology, DLT-based solutions offer added value.
· A single consolidated report would be beneficial, to avoid having to receive and consolidate reports from individual contributors.
· It is an efficient way to test out the functionality (and constraints) of DLT technology in capital markets without having to immediately switch over high value transaction processing (with all associated risks).
A key prerequisite for understanding reporting is that, in many commercial development and implementation examples, BBA members are seeing transaction information being managed by smart contracts, with only “hashes” being recorded into a blockchain. In these examples, a regulator itself may be party to each transaction and at trade execution would receive a copy of the transaction data managed by the smart contract.
With respect to securities markets reporting requirement specifically, DLT may support settlement internalisation reporting, and settlement fails reporting, which can be leveraged to identify causes and solutions to increase efficiencies (using performance analytical tools).
<ESMA_QUESTION_DLT_20>
If the DLT is used for regulatory reporting purposes, how could compliance with the applicable regulatory requirements be ensured?

<ESMA_QUESTION_DLT_21>
In respect of the reporting process, the BBA notes that the ledger, or smart contract data “container”, would need to contain all necessary information in the correct reporting format. Given the volume of data that a DLT may hold, it is necessary to determine what is subject to reporting (and thus avoiding over-reporting). There is also the possibility of delegated reporting (i.e. where transactions are done on behalf of non-participant clients) – however, there may be issues when dealing with dynamic data.
BBA considers that there are examples of where the regulatory reporting regime could be reviewed in light of the benefits that new DLT-based innovations can introduce to the industry. For example there is a fundamental question of the eligibility for a DLT network to actually be a reporting infrastructure under the current regulatory framework. However, clarity is needed concerning whether a DLT network can be a trade repository itself or whether a trade repository would need to be a participant in the system. Under EMIR ‘trade repository’ means a legal person that centrally collects and maintains the records of derivatives. Under the current text it is difficult to see how a DLT could be a Trade Repository unless incorporated in some way and capable of authorisation as an entity. This being the case, the “person” of the DLT would need some form of jurisdictional nexus. For rules applicable to global/cross border trades where “equivalence” is required, this is particularly important. For instance to satisfy certain EMIR or Dodd-Frank clearing or reporting obligations, some members must use an authorised or recognised financial market infrastructure (CCP or Trade Repository), and that requires the financial market infrastructure to be subject to the rules of either the home jurisdiction where the rules apply to it directly (i.e. an EU Trade Repository subject to EMIR) or a foreign jurisdiction deemed equivalent (e.g. a US CCP recognised under EMIR).
DLT as an approved reporting mechanism (ARM) similarly necessitates a review of what constitutes an ARM. MiFID defines an ARM as a person authorised to provide the service of reporting details of transactions to competent authorities or to ESMA on behalf of investment firms. The analysis in respect of potential legal and regulatory issues for Trade Repositories is equally applicable here.
<ESMA_QUESTION_DLT_21>

Do you think that the DLT could be used for other securities-related services than those already discussed, in particular trading and issuance?

<ESMA_QUESTION_DLT_22>
The BBA notes that while some banks have not looked in detail at this issue, DLT systems could be used internally to optimise existing processes in these areas. The BBA agrees that syndication could be a useful deployment of the technology, but that again, as has been previously emphasised, this would require a higher degree of cooperation on standards and synchronisation between participant institutions. In respect of trading, the BBA notes that DLTs may pose latency issues in respect of HFT systems.  As with all innovations, the question of unknown new asset classes remains unanswered but may show potential.
<ESMA_QUESTION_DLT_22>
Do you see potential regulatory impediments to the deployment of the DLT in securities markets?

<ESMA_QUESTION_DLT_23>
It is possible that there will be a number of areas where the deployment of DLT is impeded by the current regulatory framework. Here, however, the full answer depends on the specifics of the relevant regulation and, more importantly, a number of open questions yet to be answered with regard to the final form(s) of DLT – e.g. how privacy issues are addressed to a standard sufficient to enable widespread deployment. While there will be scenarios where the current framework does not hinder DLT, there will also likely be cases where it does.
So, if a situation arises where DLT does pose a challenge within the context of existing regulation, we would advocate that policymakers take a flexible approach to such situations. The possibility of DLT not fitting within certain regulations should not be viewed negatively, given that the current regulatory framework has been constructed without taking account of something like DLT (much like one would not expect the characteristics of emails to fit within rules governing paper mail postal services). With regard to FinTech more broadly, policymakers have recognised the need for a flexible approach and begun to establish initiatives whereby firms can test innovative products that may not comply with current regulations. For example, numerous regulators (including UK, Singapore, Australia) are considering “Sandbox” frameworks in which, amongst other things, certain national rules may be temporarily waived in order to allow a firm to test a product in a controlled and live environment.  
The BBA notes that a lack of technical maturity means that risks may be unacceptable to potential users. There is also a need for institutional KYC and AML processes to be properly aligned to make the technology work. Additionally, the BBA notes that regulators would have to move away from the current model of central clearing houses that have been a major regulatory push in recent years, which may take time. 
The necessity of confirming the legal framework for digital assets on a blockchain is also a potential impediment, as most assets today exist as physical or electronic form ledger entries.
<ESMA_QUESTION_DLT_23>

Should regulators react to the deployment of the DLT in securities markets and if yes how? If you think they should not do so please justify your answer.

<ESMA_QUESTION_DLT_24>
The BBA believes regulators should be cautious to put in place specific regulations for DLT. In principle, DLT itself should not be specifically "regulated" but rather the specific application/use of DLT should be considered. The BBA takes the view that there should be a strong focus on external data consistency and lineage, as well as on data privacy compatibility issues. Generally the BBA agrees that a broad, DLT-facilitative regulatory framework should be in place, as this will assist regulated entities with supervision and creating an industry-wide standard for participation. The BBA notes that given fast-moving developments in the DLT sphere, regulators should be open to remaining flexible to adapting and updating regulation as necessary and the regulatory outreach should remain global.
To give effect to this, consideration should be given to how existing legal and regulatory barriers to the adoption of DLT may be mitigated. Regulators will need to be mindful of the risks that DLT may give rise to (although should take into account the potential benefits). The BBA notes that the PFMIs could be a good starting point for this as they were prepared as an international regulatory framework for intermediaries, and the deployment of DLT may well take the form of something like a market infrastructure in many cases. It may be that not all principles are applicable but the BBA considers that the PFMIs would be a good starting point in respect of the use of DLT in financial market infrastructure-like applications. 
Legislation should be cognisant to the distributed ledger technology (not necessarily neutral, but certainly not ignorant). The BBA feels that a clear delineation should be drawn between the Bitcoin application of DLT and other applications, so as not to create negativity around the technology by association, but that it would be false to draw a distinction between the underlying technology of Bitcoin and other DLT applications.
 <ESMA_QUESTION_DLT_24>


 

image1.jpeg




image2.jpeg
x X %

* *
European Securities and
ol esm Markets Authority
* *
* *

+




image3.jpeg




