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Background

Survey on the use of Al in securities markets € ESMA

European Securities and Markets Authority

In Q3 2025, ESMA and some National Competent Authorities surveyed firms on their
approach to the use of Al

— The objectives were to understand the level of Al adoption in securities markets,
gather insights on use cases, and identify risks and challenges from Al deployment

— We received 728 responses from different entity types and domiciles:

By sector: 277 investment managers, 264 investment firms, 107 credit institutions providing investment
services, 77 FMIs (incl. VASPs/CASPs and crowdfunding service providers), 8 CRAs

By domicile: Portugal (184), Malta (135), Ireland (84), Spain (70), France (68), Belgium (54) and others

(139)

By size: >250 FTEs (12%), 50-250 FTEs (12%), 10-49 FTEs (30%), <=10 FTEs (33%), unknown (13%)
Survey respondents by domicile and sector Survey respondents by sector and size
Six countries with more than 50 respondents Largest firms typically credit institutions
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Findings: Adoption and investment

Larger firms lead on Al adoption and investment
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mMNo Al use casesin the next 12 months
Mote: Answers to the gquestion: "Which of the following best
describes  your company's current engagement with Al
technologies?". Percentages out of the number of respondents in
the respective company size category. Multiple answers possible.
Sources: NCAs, ESMA

Larger firms have already embraced Al, while
smaller firms are slower to adopt it

— A significant share of firms report no Al use: 45% of the
732 respondents do not have any use case in
production or development/experimentation

— Large firms leading: 96% use or plan to use Al
— Smaller firms lag : 65% of micro firms no use cases

— Sectoral differences reflect size: 75% of CRAs & 65%
of banks have at least 1 use case; 53% of investment
firms and investment managers have no use cases

Investment in Al technologies in 2024
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group level, country (local) level, or both?". Percentages out of the
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Sources: NCAs, ESMA

Sparse Al investment but positive outlook

— Moderate level of investment: 56% of firms reported no
investment in 2024

— Large firms leading: 93% invested in Al, compared to
39% for small and 21% for micro firms

— Group-level data shows the same concentration
pattern, even when including non-EEA entities

— Positive outlook: 50% planned to increase their
investment by 2027, 20% maintain it, 30% did not know

— Main drivers: Expected cost savings (rated 2.1 out of 5)
more important than revenue increase (1.2 out of 5)



Findings: Use cases

Al primarily supports internal tasks, with limited autonomy

Al use cases reported
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MNote: Answers to the question: "Which of the following categories
best represents your use case?" for 836 use cases reported.
Multiple choices possible. CRAs = credit rating agencies, FMls =
financial market infrastructures.
Sources: NCAs, ESMA

Al is mainly used to automate support tasks
(drafting, data processing, internal assistance)

— 836 Al use cases reported': Al mainly used for
drafting/summarising information, data processing,
code generation, internal assistance, translation

— 87% are internal only vs. 10% client-facing: 86
chatbots, 34 KYC/remote identification

— Limited use in core investment tasks: portfolio risk
management (20), portfolio optimisation (19), algo
trading (10), HFT (3), robo-advising (2)

Al models used
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Mote: Answers to the question "What type of Al technology is used
in your solution?" for 810 use cases reported. Multiple choices
possible. NLP = natural language processing, CRAs = credit rating
agencies, FMIs = financial market infrastructures.
Sources: NCAs, ESMA

GenAl is the most used technology

— GenAl and NLP are the most prominent technologies:
44% of use cases rely on GenAl while 18% involve
NLP

— Some uptake of agentic Al systems?: 17% of the use
cases, mostly for internal use

— Few instances of “autonomous” Al: 5% of use cases
were classified as having high autonomy (“human out
of the loop”), 10% of agentic Al use cases

" Including 429 in production, 391 in development or experimentation and 16 not reported
2 Al agents are LLMs endowed with access to external tools such as the ability to execute computer code, use the internet or perform trades
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Findings: Benefits and risks

Al deployment comes with various challenges

Benefits from Al deployment
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Note: Answers to the question: "What are the main benefits from
the use of Al technologies?". Percentages out of total number of
respondents, multiple choices possible. 349 entities did not answer.
CRAs = credit rating agencies, FMIs = financial market
infrastructures.
Sources: NCAs. ESMA

Big data and efficiency top expected benefits
— Enhanced data analysis was the most widespread Al

benefit (75%), followed closely by optimisation and
cost reduction

— Qualitative improvements such as in decision making,

customer support and compliance (more dependent on
specific use cases and sectors) followed

Challenges from Al deployment
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Data-related and cyber risks top concerns

Data- and model-related challenges: 82% of 342 firms
report at least one data risk; 51% cite hallucinations

Cyber risks and reliance on third-party providers:
represent a risk for 46% and 37% of firms

Lack of skills and resources: reported by 29% of firms
(34% among large firms); 19% of firms cite high costs

Compliance: challenge for 45% of respondents.
Separately, 76% stated being strongly or moderately
affected by the Al Act, esp. large firms (only one not
affected)
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Findings: Infrastructure

Marked reliance on third-party providers, higher for smaller firms

Host of Al infrastructure
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= Commercial cloud solution (multi-cloud strategy)
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Note: Answers to the question: "Where is your Al solution
hosted?". Percentages out of the number of respondents in the
respective company size category. 331 entities did not answer.
Sources: NCAs, ESMA

High reliance on commercial Al infrastructure

— Commercial vs. private solutions: 62% rely only on
commercial cloud solutions (single provider 41%,
multiple 21%); 12% private infrastructure; 26% hybrid

— Setup varies by firm size: 64% of large vs. 18% of
micro firms use private/dedicated setups (in line with
different propensity to adoption and investment)

Third-party providers of Al infrastructure
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Note: Answers to the question: "Who are your top three TPPs for Al-related
services (including models, cloud and data) by fees?". 344 respondents

indicated at least one TPP. TPP = third-party service provider.
.Sources: NCAs, ESMA

Microsoft main provider for almost half of firms

— Substantial concentration in top Al providers: Microsoft,
OpenAl & Amazon top TPPs for Al services (47%,
20%, 8% respectively)

— Diversification of TPPs: 69% of firms list a second TPP
and 41% listed a third one

— Strong reliance on non-EU providers: only 8% of the
TPPs named are domiciled in the EU

ESMA PUBLIC USE
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Findings: Models and data
Firms adopt large variety of Al architectures

Use of off-the-shelf vs customised models Diverse Al development approaches
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— 49% of firms use internal data for training or fine-tuning
models, but smaller firms rely more on public or third-

party licensed data
— Credit rating agencies stand out for their frequent use
of internal data in the reported use cases (79%),
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Note: Answers to the question: "What type of training data do you use for your
model?" for 836 use cases reported. Percentages out of the number of use cases
reported by firms in the respective size category. Multiple choices possible.
Sources: NCAs, ESMA
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Conclusions

— While some firms rolled out Al in core investment activities such as portfolio
management and algorithmic trading, Al uptake in EU securities markets
remains uneven

— Size correlates with firms’ Al approach (adoption, investment, in-house
capabilities, etc.) more clearly than sector, with small firms trailing larger peers

— GenAl mostly supports operational efficiency in back-office activities

— Firms rely markedly on third-party providers for Al infrastructure, although
approaches to Al model development are diverse (e.g. off-the-shelf/internally
developed/fine-tuned)

— Results are in line with recent evidence from other countries (e.g. LU and NL)
and sectors (banking and insurance) showing uneven Al adoption and
growing reliance on TPPs

— An integrated EU capital market with fewer cross-border barriers preventing
financial firms to scale up may facilitate investments in technology and
broader Al adoption
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[Discussion
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Al survey insights from policy view € ESMA

Cyber and third-party risk

* 57% of Al models are developed
externally (41% for large firms)

* 62% of firms rely on external cloud
solutions for Al infrastructure

» 46% of firms see cyber risks as relevant

» Confirmation that DORA requirements
remain crucial

Lack of Al know-how

» Lack of skill reported by 1/3 of firms as a
challenge in Al adoption

» Importance of informed decision-making,
Al literacy and effective human
oversight, as underlined by the Al Act

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Use cases

« 87% of Al models intended for internal
support tasks to gain efficiency

» Limited use in core investment tasks and
no apparent high-risk use cases as of Al
Act

» As of today, existing sectoral rules
seem fit for purpose, while adding
sectoral precisions where needed (e.g.
supetrvisory briefing on Algo Trading
published by ESMA on 26 Feb)

Al Investment outlook

« 70% of firms plan to increase investment
in Al in the next years

» This innovative topic has an increasing
relevance, we continue the use case
monitoring and close coordination
with National Competent Authorities

ESMA PUBLIC USE 10


https://www.esma.europa.eu/press-news/esma-news/esma-issues-supervisory-briefing-algorithmic-trading

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

For entities supervised at national level, ESMA takes an active role to promote
sound, efficient, and consistent supervision, and effective EU coordination. This
includes Al as well as the relevant legal texts (Al Act, DORA and other).

The Al survey insights can confirm our current understanding of Al use in our
sector and help shape policy and convergence activities in relation to Al.

Main challenges or risks with respect to Al are confirmed and relate to data
quality and governance, performance (incl. hallucination risk), explainability and
black box issues, security and resilience as well as third-party risk management.

We already closely follow these areas to identify if they are covered in existing
sectoral financial rules, DORA, Al Act, and if there is need for additional guidance.

In this sense, ESMA's strategy involves supporting National Competent Authorities in
collective learning and building capabilities for Al supervision. To this end, we
have established a dedicated expert group to facilitate discussions with NCAs and,
where relevant, external parties.
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Q&A
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