@ ESMA

European Securities and Markets Authority

Breach of Union Law Complaints and Investigations

Record of ESMA activities processing personal data, based on Article 31 of Regulation (EU) 2018/1725 of the European Parliament and of the
Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC.

Nr. | ltem Record Information

Breach of Union Law Complaints and Investigations
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Name and contact details:
ESMA Executive Director

bul@esma.europa.eu
Name and contact details of

controller Address of the controller:

European Securities and Markets Authority (ESMA)
201-203 Rue de Bercy

75012 Paris
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France

ESMA area entrusted with
processing

ESMA/Legal and Enforcement Department

5 | Processors (if any)

Not applicable

Name and contact details of
DPO

Data Protection Officer (ESMA)

dpo@esma.europa.eu

Name and contact details of
processor (where applicable)

Not applicable

8 | Purpose of the processing

The legal bases for ESMA’s processing of personal data in this context is the performance of a
task carried out in the public interest, as provided for in Article 5(1)(a) and the compliance with a
legal obligation to which the controller is subject, as provided in Article 5(1)(b) of Regulation (EU)
2018/1725.

More specifically, personal data is processed in the context of ESMA’s assessment of complaints
received from natural persons against alleged breach of Union law (BUL) by a national competent
authority (NCA). Personal data is also processed in cases where ESMA’s assessment leads to
the opening of BUL investigation against a NCA.

Based on Article 17 of Regulation 1095/2010, as amended by Regulation (EU) 2019/2175 of the
European Parliament and of the Council of 18 December 2019 (ESMA Regulation), an
investigation should be opened against a NCA for failing to comply with its obligations under one
of the EU Acts referred to in Article 1(2) of ESMA Regulation, on the basis of the requirements
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and tasks laid down in the ESMA Regulation and in accordance with ESMA's rules of procedure
on Breach of Union Law investigations (ESMA/2012/BS/87rev) and, where relevant, also to issue
a recommendation addressed to the concerned NCA.

Description of categories of
persons whose data ESMA
processes and list of data
categories

We process the following data on any BUL complaint received:

e Name and contact details (name, address, e-mail address, etc.) of the complainant;
¢ Where applicable, the name and contact details of their representative;
¢ The full text of the complaint may contain other personal data of a very diverse nature.

Incidentally, we also process personal data from other data subjects if mentioned in the
complaint and deemed relevant for the assessment of the admissibility and the merits of the
complaint.

10

Time limit for keeping the data

When a person sends a complaint to ESMA, the information he/she gives to ESMA, including
his/her personal data, is stored for 10 years after closure of the case.

After that period, the information enabling the person to be identified is kept in a form which no
longer permits identification of the data subject or deleted, if the information is no longer
needed. Nevertheless, if at the end of this period of ten years, there are on-going administrative
or judicial proceedings, the conservation period is extended for a period which ends one year
after these administrative or judicial proceedings have become final.

11

Recipients of the data

Inside ESMA, the information is accessible, strictly on a need-to-know basis, to the following
persons:

e Case handlers

¢ Policy officers consulted

e Head of the Enforcement Unit

e Head of Legal and Enforcement Department

¢ Head of the Policy Department concerned
e ESMA Chair
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In case a BUL investigation is launched, only personal data strictly necessary for the
investigation will be mentioned in the BUL report, which is subject to approval by the Board of
Supervisors.

A complaint may be transmitted to the NCA object of the complaint upon request of the latter.
However, the identity of the complainant is not disclosed unless the complainant has given
express consent to it. In addition, personal data which is not relevant or necessary for the
assessment of the case will not be shared.
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Are there any transfers of
personal data to third countries
or international organisations?
If so, to which ones and with
which safeguards?

ESMA may need to share certain information with the NCA under investigation. In accordance
with Article 17 of ESMA's rules of procedure on BUL investigations (ESMA/2012/BS/87rev),

where the complaint involves an EEA national competent authority (Iceland, Liechtenstein and
Norway), ESMA may also need to share the information with the EFTA Surveillance Authority.

Transfer to other third countries / international organisations is not envisaged. Nevertheless,
should the need for such transfers of data arise, all transfers will be assessed on a case-by-
case basis and transfer only considered when it is necessary for the legitimate performance of
tasks covered by the competence of the recipient.

Furthermore, any transfer of data will be subject to the requirement of Regulation (EU)
2018/1725 and with the 2019 IOSCO-ESMA Administrative Arrangement for the transfer of
personal data between EEA and non-EEA Authorities available at
https://www.esma.europa.eu/about-esma/data-protection#title-paragrah-9.
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General description of security
measures, where possible.

All information (including personal data) processed as part of the BUL handling would be

processed in application of ESMA’s “Global Information Security and Cybersecurity Policy”
(ESMA03-485969901-984).

In order to protect personal data, a number of technical and organisational measures have been
put in place. ESMA’s IT infrastructure is protected by physical and logical security measures:
physical access to the servers is controlled, network firewalls protect the logic perimeter of the
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ESMA IT infrastructure; and the main computer systems holding the data are security hardened.
Administrative measures include the obligation for ESMA staff and service providers
maintaining the equipment and systems to have signed non-disclosure and confidentiality
agreements.
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Information on how to exercise
your rights to access,
rectification, object and data
portability (where applicable),
including recourse right.

You may exercise your rights by contacting the relevant Data Controller (see contact details
above).

When you send an email to the BUL e-mail account (bul@esma.europa.eu), you will receive an
automatic acknowledgement of receipt that includes a link to ESMA's general privacy statement
and a link to this record.

Your rights are the following:

¢ You are entitled to access your information relating to your personal data processed by ESMA,
verify its accuracy and, if necessary, correct it in case the data is inaccurate or incomplete.

e You have the right to request the erasure of your personal data, if your personal data is no
longer needed for the purpose of the processing, if you withdraw your consent or if the processing
operation is unlawful.

e You can ask the Data Controller to restrict the personal data processing, under certain
circumstances, such as if you contest the accuracy of the processed personal data or if you are

not sure if your personal data is lawfully processed.

e You may also object, on compelling legitimate grounds, to the processing of your personal data.
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¢ Additionally, you may have the right to data portability which allows you to make a request to
obtain the personal data that the Data Controller holds on you and to transfer it from one Data
Controller to another, where technically possible.

In some cases, your rights might be restricted in accordance with Article 25 of the Regulation
(EU) 2018/1725. In each case, ESMA will assess whether the restriction is appropriate. The
restriction should be necessary and provided by law, and will continue only for as long as the
reason for the restriction continues to exist.

If you have additional questions or concerns you can also contact: DPO@esma.europa.eu You
have the right to lodge a complaint with the European Data Protection Supervisor
(edps@edps.europa.eu) if you consider that your rights under the Regulation (EU) 2018/1725
have been infringed as a result of the processing of your personal data by ESMA.

For further information, please see www.esma.europa.eu/data-protection.




