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Nr. | ltem Record Information

ESMA Logo & ID Frauds

1 Last update of the record 18/08/2025

2 Reference number ESMA40-1159621584-1944

Address of the controller:

ESMA Executive Director

5 Name and contact details of European Securities and Markets Authority (ESMA)
75012 Paris

France

Dp.ed@esma.europa.eu

ESMA - 201-203 rue de Bercy - CS 80910 - 75589 Paris Cedex 12 - France - www.esma.europa.eu
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ESMA area entrusted with
processing

ESMA Enforcement Unit

5 | Processors (if any)

Not applicable

Name and contact details of
DPO

Data Protection Officer (ESMA)

dpo@esma.europa.eu

Name and contact details of
processor (where applicable)

Not applicable

8 | Purpose of the processing

Since 2020, ESMA has been monitoring the growing trend of misuse of ESMA’s logo and identity,
as well as those of ESMA Staff.

Daily, ESMA receives and replies to several queries regarding the fraudulent use of ESMA’s logo
and identity. These queries derive from EU investors who, in most of the cases, are victims of
fraud and include fake documents, statements or certificates with ESMA’s logo as well as copies
of emails in which scammers pose as ESMA employees or consultants.

Personal data is processed for the purpose of enabling external stakeholders to contact ESMA
regarding any suspected or confirmed incidents of fraud or scams and to provide such
stakeholders with the information required to investigate, prevent or address such incidents, in
accordance with applicable data protection laws and ESMA’s legitimate interests in fostering
investor protection.

More specifically, personal data is processed for the performance of a task carried out in the
public interest, as provided in Article 5(1)(a) of the Regulation (EU) 2018/1725 (EUDPR) and for
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the purposes of fostering investor protection under Article 8(1)(h) of the Regulation 1095/2010
(ESMA Regulation).

Description of categories of
persons whose data ESMA

In the context of the ongoing and growing ESMA Logo and ID frauds-related issue, ESMA
processes personal data which belong to the senders of the incoming emails and who, in most of
the cases, are victims of fraud or EU investors.

The senders reach out to ESMA for advice and/or to report the ESMA Logo and ID-related
fraudulent cases. In most of the cases, they contact ESMA via email but, in some rare cases,
ESMA does receive mails via post.

9 .
processes and list of data | | this context the following categories of data may be processed:
categories
¢ Name and contact details (name, address, e-mail address, etc.) of the sender and, in
some cases, the name and contact details of their legal representative.
¢ Evidence of the fraud case which usually includes fake documents, statements or
certificates with ESMA’s logo, as well as copies of emails in which scammers pose as
ESMA employees or consultants.
¢ In exceptional cases, ESMA might also receive and process other types of personal data
such as copies of IDs or passports, phone numbers, voluntarily provided by the senders.
The emails which are received by ESMA, including any personal data which are attached to them,
10 | Time limit for keeping the data are stored in the dedicated email folder for 10 years as of receipt.
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11

Recipients of the data

The information collected through the scamreport e-mail account (scamreport@esma.europa.eu)
is accessible, strictly on a need-to-know basis, to the following persons:

e Case handlers of ELID complaints (Enforcement Unit staff)

¢ Head of the Enforcement Unit

¢ Head of Legal and Enforcement Department

¢ ESMA Staff members concerned (in cases of impersonations)
e Chair

¢ Executive Director

In some cases, personal data may be transmitted to the concerned NCA or other EU institutions
for further assessment and response to the victim of fraud. For example, ESMA might receive an
email which is fraud-related but contains the Logo and ID of another EU institution or body. In
these cases, ESMA informs the relevant parties accordingly and without undue delay.

Furthermore, as part of its annual activity reporting, ESMA reports on the ESMA Logo and ID
fraudulent cases which were handled by ESMA throughout the year on no name basis. In addition,
ESMA might need the data to respond to queries from the European Court of Auditors or the
European Ombudsman.

12

Are there any transfers of
personal data to third countries

N/A
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or international organisations?
If so, to which ones and with
which safeguards?

13

General description of security
measures, where possible.

The case handlers of ELID complaints (Enforcement Unit staff) register each case in the
dedicated electronic central Registry and they include the following information: Case number,
Name of the requester, Date of receipt in the Scamreport mailbox, Date of closure of the case
and Name of the case handler.

The relevant information and email exchanges are stored in the ESMA’s internal databases for
administration and auditing purposes.

Only ESMA staff members working in the Enforcement Unit of the Legal and Enforcement
Department have access to such register and to the folders where the relevant documentation is
located.

All information (including personal data) processed as part of the ELID handling would be
processed in application of ESMA’s “Global Information Security and Cybersecurity Policy”
(ESMA03-485969901-984). In order to protect personal data, a number of technical and
organisational measures have been put in place. ESMA’s IT infrastructure is protected by physical
and logical security measures: physical access to the servers is controlled, network firewalls
protect the logic perimeter of the ESMA IT infrastructure; and the main computer systems holding
the data are security hardened. Administrative measures include the obligation for ESMA staff
and service providers maintaining the equipment and systems to have signed non-disclosure and
confidentiality agreements.
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Information on how to exercise
your rights to  access,
rectification, object and data
portability (where applicable),
including recourse right.

You may exercise your rights by contacting the Data Controller (Dp.ed@esma.europa.eu).

Your rights are the following:

¢ You are entitled to access your information relating to your personal data processed by ESMA,
verify its accuracy and, if necessary, correct it in case the data is inaccurate or incomplete.

¢ You have the right to request the erasure of your personal data, if your personal data is no
longer needed for the purpose of the processing, if you withdraw your consent or if the processing
operation is unlawful.

e You can ask the Data Controller to restrict the personal data processing, under certain
circumstances, such as if you contest the accuracy of the processed personal data or if you are
not sure if your personal data is lawfully processed.

¢ You may also object, on compelling legitimate grounds, to the processing of your personal data.

¢ Additionally, you may have the right to data portability which allows you to make a request to
obtain the personal data that the Data Controller holds on you and to transfer it from one Data
Controller to another, where technically possible.

In some cases, your rights might be restricted in accordance with Article 25 of the Regulation
(EU) 2018/1725, as further implemented by Decision of the Management Board of the European
Securities and Markets Authority of 1 October 2019 adopting internal rules concerning restrictions
of certain rights of data subjects in relation to processing of personal data in the framework of the
functioning of ESMA.. In each case, ESMA will assess whether the restriction is appropriate. The
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restriction should be necessary and provided by law and will continue only for as long as the
reason for the restriction continues to exist.

When you send an email to the scamreport dedicated e-mail account
(scamreport@esma.europa.eu), you will receive an automatic acknowledgement of receipt that
includes a link to ESMA's general privacy statement and a link to this record.

If you have additional questions or concerns, you can also contact: DPO@esma.europa.eu

You have the right to lodge a complaint with the European Data Protection Supervisor
(supervision@edps.europa.eu) if you consider that your rights under the Regulation (EU)
2018/1725 have been infringed as a result of the processing of your personal data by ESMA.

For further information, please see www.esma.europa.eu/data-protection.
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